
Our single-minded focus on creative solutions for 
the unique needs of, and outstanding service to, 
mutual insurance companies, their business partners, 
and related insurance industry organizations makes 
NAMIC Insurance Solutions the preferred professional 
liability partner.

(800) 336-2642
www.namicinsurance.com

Insurance Solutions
company professional liability | agent E&O 

Creative Solutions
     Outstanding Service

Director’s & Officers Liability Insurance

Insurance Company Professional 
Liability Insurance

Agent Errors & Omissions Insurance

Employment Practices 
Liability Insurance

Fidelity Bonds

Fiduciary Liability Insurance

Identity Theft Insurance

Cyber Liability Insurance
Creative Solutions | Outstanding Service

NAMIC Insurance Solutions Ad 03-15.indd   1 5/6/15   9:13 AM
NAMIC_INsurance Summer 2016.indd   1 5/18/16   3:28 PM



Our single-minded focus on creative solutions for 
the unique needs of, and outstanding service to, 
mutual insurance companies, their business partners, 
and related insurance industry organizations makes 
NAMIC Insurance Solutions the preferred professional 
liability partner.

(800) 336-2642 
www.namicinsurance.com

Insurance Solutions
company professional liability | agent E&O 

Creative Solutions
     Outstanding Service

Director’s & Officers Liability Insurance

Insurance Company Professional 
Liability Insurance

Agent Errors & Omissions Insurance

Employment Practices 
Liability Insurance

Fidelity Bonds

Fiduciary Liability Insurance

Identity Theft Insurance

Cyber Liability Insurance
Creative Solutions | Outstanding Service

NAMIC Insurance Solutions Ad 03-15.indd   1 5/6/15   9:13 AM

suranceIN
A publication of Summer 2016

C Y B E R S E C U R I T Y : 

NAVIGATING UNCHARTED
TERRITORY 

INSIDE
The Internet of Big Data 
IoT and Big Data’s Impact on Insurance

Agricultural Sophistication 
Insuring the Ever-Changing Farm

Marketing Mosaic 
Advertising to a Diverse Nation

Not So Fast 
Autonomous Vehicles’ Impact on the Industry

Accessory Overload 
The Boom of Wearable Technology

NAMIC_INsurance Summer 2016.indd   2 5/18/16   3:28 PM



2 IN Magazine   Summer 20162 Summer 2016   IN Magazine  3

www.aaisonline.com  |  800.564.AAIS

Policy Forms

Manual Rules

Rating Information

Statistical Reporting

Data Analysis

Program Automation

Precision for Performance
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Stability.
longevity.
accountability.

Doing business today comes with a unique set of 
challenges. Having a partner that understands your  
needs and provides coverage at the pace of change 
makes it easier. Mutual Boiler Re is the only mutual 
company that focuses solely on equipment breakdown 
reinsurance. So we are uniquely qualified to take a long-
view perspective for our partners. It’s what enables us 
to treat your interests as our interests. And when there’s 
trust in partnership, the feeling is mutual.

mutualboilerre.com
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C H U C K  C H A M N E S S

Technology is always a hot topic. And why wouldn’t it be? With 
the prediction that 75 billion devices will be connected to the 
Internet by 2020 and with more people logging in to Facebook 
each month than China has residents, it’s evident 
we live in a technology-driven society.

Some people believe this connected world 
will bring the demise of the property/
casualty insurance industry. We’ve all 
heard it: online shopping is going to be 
the death of the insurance agent, 
autonomous vehicles will do the 
same to the auto insurance 
industry, and it’s all going to 
happen within the blink of 
an eye.

We all know technology 
changes quickly. As soon as 
you buy a new vehicle, cell 
phone, computer, you name it, there 
is already something better on the market. But 
in January when I moderated a panel dedicated to the 
topic of technology during the Property/Casualty Insurance 
Joint Industry Forum, Brian Sullivan, editor and publisher of 
Auto Insurance Report and Property Insurance Report, framed 
the issue in a way that makes sense to me. He said technology 
in the insurance industry is like a steamroller. Technology 
revolutions take longer than we realize.

Think about it. Online insurance shopping has been around 
for years. I can remember when the experience consisted of 
providing your information only to find out at the end of the 
process no quotes were given online. Rather, in return for your 
time and trouble, you would get phone calls from agents … for 
the next six months. Not exactly an efficiency play.

Have online entities gotten better at what they do? Perhaps. 
But with lead-generation site Google Compare going dark back 

in February, it is evident that real-person insurance agents are 
still alive and well. Although the sight of autonomous vehicles 
driving down American streets and highways is an inevitability, 
we’re a long way from the near-accident-free guarantee that 
autonomous vehicle manufacturers are promising. 

There is no doubt changes will happen and new technological 
challenges will arise, but, as insurers, we do have some time to 
prepare for them. 

Plus, the property/casualty insurance industry has a track 
record of responding to technological changes and using them 
to our advantage. It was not all that long ago that administrative 
work took up a large chunk of agents’ and carriers’ workdays. 
Technological advances have freed up that time and allowed for 
more time spent on behalf of policyholders. 

Insurers were some of the first organizations to apply to the 
Federal Aviation Administration to get permission to use 

unmanned aerial vehicles in their businesses. Flying 
drones to inspect disaster areas – or even to perform 

more routine tasks such as roof 
inspections – will no doubt 

help expedite claims 
and underwriting 
processes, which will 
help to better mitigate 
losses and return 
policyholders’ lives to 

normal more quickly. 

The use of advancements 
in big data and telematics 

is allowing companies to more 
accurately price products. We can’t 

forget that these innovations will need to be supported by 
effective advocacy that explains the benefits to policyholders 
and the industry as people will continue to look to property/
casualty insurers to provide them with peace of mind.

Technology has made the industry I began working with 20 years 
ago look much different today. We can only imagine what it will 
look like 20 years from now. But I am confident that technology 
will continue to advance, and the property/casualty insurance 
industry will continue to roll with it … or risk slipping under the 
steady steamroller of technological change.  IN

Chuck Chamness is president and 
CEO of NAMIC. You can contact 
him at cchamness@namic.org.

Don’t miss Chuck Chamness’s  
latest “Mutual Minute.” View  
it online at NAMIC.org.

SIGHTS

NAMIC_INsurance Summer 2016.indd   5 5/18/16   3:28 PM



6 IN Magazine   Summer 2016

EDUCATIONAL EVENTS

MARK YOUR CALENDAR 
NAMIC MIGHT BE ENTERING THE HOME STRETCH OF THE 
2016 EDUCATIONAL EVENT LINEUP, BUT OPPORTUNITIES 
TO LEARN ABOUT INDUSTRY ISSUES AND NETWORK 
WITH PEERS ARE STILL ABUNDANT. DON’T MISS OUT ON 
ADVANTAGES THE UPCOMING SEMINARS HAVE TO OFFER.

MANAGEMENT CONFERENCE
Westin Hilton Head Island Resort  
Hilton Head Island, South Carolina

Join current and future property/casualty insurance 
industry executives for four days of networking, top-
notch education, inspirational speakers, and fun. With 
the event’s resort setting and abundance of optional 
activities, it is a perfect event to bring the family. 

#NAMICmgmtEDU

JULY 19-21

SEPTEMBER 25-28

AGRICULTURAL RISK  
INSPECTION SCHOOL
Seelbach Hilton | Louisville, Kentucky

Hands-on experience is the name of the game for this 
two-and-a-half day program for loss control specialists, 
underwriters, managers, and supervisors. The Farm 
Learning Lab is the highlight of the event, as it takes 
attendees out to a working farm to practice the lessons 
they learn in the classroom.

I was very impressed with the school. It was very 

informative and engaging, and the speakers were 

very knowledgeable. I am very glad I attended.

Chad Osborne
Regional Underwriting Specialist
Shelter Insurance Company

#NAMICagrisk

121ST ANNUAL CONVENTION
Vancouver Convention Centre | Vancouver, British Columbia, Canada

NAMIC returns to Canada after a 20-year absence for the 
121st annual event “where the industry comes together.” 
Last year, more than 1,150 senior-level insurance 
executives from more than 300 companies listened 
to inspirational speakers, gained valuable industry 
knowledge, met with service providers, reinsurers, and 
ratings bureaus, and spent time catching up with old 
friends and making new ones. Help make this year just 
as big of a success.  IN

#NAMICAnnual

AUGUST 2-3

LEADERSHIP DEVELOPMENT 
WORKSHOP
Omni Chicago Hotel | Chicago, Illinois

If you’re a new or soon-to-be leader or even a veteran 
who’s looking for a leadership refresher course, this 
one-and-a-half-day skills development event is not to 
be missed. After course completion, attendees will be 
eligible for NAMIC’s T.E.A.M. certification. 

I enjoyed the time spent focusing on yourself as 

a manager/leader. I think it is vital that you are 

self-aware of your own strengths and weaknesses 

if you want to be an effective leader.

Brent Helmke
Treasurer
Affinity Mutual Insurance Company

#NAMICteamEDU

JUNE 26-29

Stimulate Your Mind, Learn Anytime.
 www.NAMIC.org/seminars/calendarwa.asp

NAMIC_INsurance Summer 2016.indd   6 5/18/16   3:29 PM



Summer 2016   IN Magazine  7

With IBM reporting that we create multiple quintillion bytes of 
data every day, the phrase “big data” isn’t an overstatement. This 
almost unfathomable collection of information has been aided 
by the growing connectivity phenomenon commonly known as 
the Internet of Things. 

While the two are not mutually 
exclusive, IoT feeds into the 
information pool that is big data. 
Each is predicted to continue to 
grow exponentially and to have huge 
impacts on the insurance industry 
and the way it does business.

This growth is partly because, as Kevin 
Meagher, vice president of business 
development for IoT technology 
company ROC-Connect, says, 
“everything around us is eventually 
going to be connected to the Internet 
and be Internet protocol addressable. 
Every light bulb, every switch, every 
device in your environment can send 
data to the Internet.” People can then 
use that connectivity to control so 
many of their daily activities. 

Not everyone agrees that all devices 
being IP addressable will have a large-
scale business benefit or that every connected device should 
be classified under IoT as it relates to big data. Craig Copland, 

big data and smart analytics expert for Swiss Re, uses a coffee 
maker as an example. While Wi-Fi-enabled coffee makers that 
allow their owners to turn them on and off are interesting and 
convenient devices, they don’t provide truly useful data. He also 

says they are only really beneficial to 
their owners. 

“They are point-to-point solutions,” 
Copland says. “They don’t need big 
data for anything [or vice versa]. Sure, 
the coffee maker might be able to tell 
you how coffee should be brewed, but 
that’s really just a consumer entity. It 
isn’t going to interact with anything 
that provides true value.” 

True value, he says, is the key. And 
a large portion of the information 
coming into the big data space from 
IoT devices can benefit the property/
casualty insurance industry. When 
used in the correct ways, IoT and big 
data, according to some experts, can 
help decommoditize insurance. 

“From an insurance perspective, what 
is new and different and critically 
important about this data is that it 
can provide a much more accurate 

picture of the exposures, hazards, and risks of what is being 
insured,” said Donald Light, director of the American property/

THE INTERNET 
OF BIG DATA

L I N D SAY  RO B I S O N

The Lettuce  
Comparison

Comparing insurance  
to lettuce might seem  
like quite the stretch, 
but it makes sense for  
John Lucker, principal  
and global advanced analytics market leader 
for Deloitte Consulting. He uses the 
comparison to explain how the Internet of 
Things and big data capabilities can help 
insurance be less of a commoditized product. 

“You go into the grocery store to get 
lettuce and there are three heads of it 
you can choose from. They might have 
different brand stickers on them, but they 
are essentially the same,” he says. “There 
are really only two variables for lettuce 
– organic or non-organic and price. So once 
you choose organic or not, all you care 
about is price.

“They all look the same. You assume they’re 
good; they wouldn’t be there if they 
weren’t,” Lucker continues. “So you choose 
based on price. This is what has, in many 
cases, happened to insurance.”

Because more consumers are using cost to 
help them decide on an insurance carrier, an 
IoT/big data strategy that makes a company 
stand out could be the difference between an 
increased policyholder base and wilting like 
an unpurchased head of lettuce.

Big Data
(noun) Extremely large 
data sets that may be 

analyzed computationally to reveal 
patterns, trends, and associations, 
especially relating to human 
behavior and interactions.

THE EXPONENTIAL GROWTH OF INTERNET CONNECTIVITY 
AND THE DATA IT COLLECTS IS CHANGING THE WAY THE 
INSURANCE INDUSTRY DOES BUSINESS.

Internet  
of Things
(noun) A proposed 
development of the 

Internet in which everyday objects 
have network connectivity, allowing 
them to send and receive data.
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casualty practice for information 
technology research firm Celent, in a 
recent article. This can lead to better 
risk management, better underwriting, 
and better pricing – even more 
individualized-customer-centric pricing, 
all of which benefit insurers and their 
policyholders.

But with predictions that there will 
be 50 billion connected devices in the 
marketplace by 2020, trying to figure out how to decipher and 
use all the data coming insurers’ way is enough to keep anyone’s 
mind reeling. Therefore, it’s important to remember that insurers 
cannot use all of that information, nor do they need to. 

Joe Wodark, director of the Internet of Things for Verisk 
Insurance Solutions – Underwriting, spends a lot of time talking 
to clients about how to take advantage of IoT and big data. He 
tells them the first step in the process is to define their strategy. 
When insurers know their companies’ focus, they know what 
data to focus on – which makes it less overwhelming. Wodark 
also suggests partnering with IoT or big data vendors that 
can help decipher information and, in turn, assist in strategy 
execution.

Because partners of this sort do exist, company size  
should not hinder the use of these innovations. “The greatest 
evidence of this is that most big data and analytical technologies 
are developed in small startup companies,” says Riccardo Baron, 
big data and smart analytics lead for Swiss Re America. “So I 
don’t see a size limitation; it is simply that this kind of innovation 

is far different from what the industry 
has been used to.” Baron agrees with 
Wodark that vendors can help develop 
a workable strategy for companies that 
seem apprehensive in getting started.

Those who have intimate knowledge 
of the roles IoT and big data can play 
in the property/casualty insurance 
industry say that once a company 
strategy is in place, insurers can use 

IoT and big data to their advantage.

“Companies talk about their customer service [as a competitive 
advantage], but service can sometimes be hard to differentiate, 
especially when much of the ‘service’ comes during the claims 
process, which is fairly infrequent for most policyholders,” says 
John Lucker, principal and global advanced analytics market 
leader for Deloitte Consulting. 

“So we see IoT and big data and all of their potential capabilities 
as significant opportunities to decommoditize,” he continues. 
“Companies can bundle a variety of other opportunities, services, 
and features. We see that as unprecedented [in the insurance 
marketplace]. This offers the chance to stand out and create an 
advantage that others won’t be able to quickly match.”

But insurers can’t wait too long to begin executing their IoT 
and/or big data strategies. Other industries could potentially 
take advantage of the same capabilities and, under the right 
circumstances, they could do some bundling of their own, 
perhaps with insurance products added in.  IN

But the Cons

For all the good elements – accuracy, increased risk management, 
more individual-customer-centric policies, etc. – that accompany  
the Internet of Things and big data, they don’t come without  
their risks. 

Insurers must have buy-in from their policyholders, some of 
whom might not give it because they feel uncomfortable letting 
insurance carries track everything they do and have. The data is 
also subject to attacks from hackers. Tapping into an IoT system 
could allow cyber thieves to take control of homes or business 
buildings. Connected devices are also more expensive than their more 
traditional counterparts. So although connected homes, for example, 
might be safer and priced as better risks because they have these 
capabilities, when losses do happen, they are going to be more 
expensive to fix.

“… It’s not the amount of data that’s 
important. It’s what organizations 
do with the data that matters. Big 
data can be analyzed for insights 
that lead to better decisions and 
strategic business moves.”

                   SAS Institute

Value your clients. Know their business inside out. Understand their needs, and build your relationship 
with them. We bet that approach works for you, because it certainly works for us at Swiss Re. We’ve 
seen what happens when our people talk to your people, when our technical expertise meets your 
specialized knowledge, and when your local relationships combine with our global capacity. Add these 
together and the outcome is swift, effi cient service yielding competitive propositions tailored to your 
individual needs… and fresh opportunities to explore together. So if you’re looking for added value from 
your reinsurance partner, just do the math.  We’re smarter together.

swissre.com

Size: 8.5 w X 11 H + .125” bleed - set up as 4 color -  ISSUE DATE:  Q1 - 2016
fi le: ARM-16-08181-P1-NAMIC-IN_Mag-Ad-VALUE_ADDED_SERVICE-1-13.indd
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Clear & Customized
As a privately held reinsurance industry leader, client needs 

drive Holborn’s analytics. When existing tools don’t address 

your business issue, our cat modelers, actuaries and brokers will 

work with your team to develop models that meet your specific 

needs. Once you’re satisfied with the customized model, we put 

it in your hands. Then we work together to interpret the data so 

you can make decisions that are right for your business.

holborn.com

Refined Analytics

Holborn is an independent reinsurance brokerage firm offering 
advanced analytic tools, global market access & responsive 
account services to clients across the United States.
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Our biggest challenge is whether we 
can adapt quick enough to what our 
customers need in terms of mobility, 
payment flexibility, and self-service. 
While replacing legacy systems, 
investing in data security, or replacing 
old infrastructure are absolutely 
crucial, our customers don’t see that  
[behind-the-scenes effort]. What they 
see is whether we can provide what 
they need on their smartphones or 
mobile devices.

Kurt Bock
CEO
COUNTRY Mutual Insurance Company
Bloomington, Illinois

As an agency owner and manager of 
a farm mutual, there are many things 
that keep me up at night. One of which 
is the concern of a privacy breach of 
our network – and the potential for 
our policyholders to suffer the same 
fate. Do we have adequate coverage? 
Have we taken the proper steps to 
secure our system and to educate 
our clients on the importance of 
monitoring, security protocols, and 
cyber coverage? Technology is here 
to stay, and it is important because it 
creates a platform to perform services 
and reach people in many more ways 

Emerging technology has done 
some wonderful things for business 
management and growth, but it has 
also brought some specific concerns. 
As technology is able to automate 
the sending of information to our 
customers, there is a concern of how 
secure the customers’ information 
really is. For Genesee Patrons, 
we have to make sure we are 
consistently checking our security  
and updating our systems. We also 
have a consistent review of our 
procedures in differing situations 
such as systems outages or security 
breaches. We are committed to 
utilizing the emerging technology 
available and remaining up to date 
with system security procedures.      IN

Steve Krna
President & CEO
Genesee Patrons Cooperative  
Insurance Company
Batavia, New York

VIEWS FROM THE C-SUITE

Sleepless in  
Technology 

We ask the important questions, and we get the 
answers from NAMIC member company executives.

than ever before. But how we embrace it and 
manage it is just as important.

Jeff Murphy
Manager
Marshall Mutual Insurance Company
Marshall, Illinois

The biggest things that keep me up at night are 
the security of our system and the potential 
for a breach. We at NYCM Insurance spend 
a lot of time and energy to be sure that our 
systems are where they should be to prevent 
a breach. But as any consultant will tell you, 
“it is not if but when.” We cannot sit still. We 
must continue to check, verify, and adapt to 
the changing environment. Unfortunately, this 
comes with a price. But the price not to do it 
and the reputation risk associated with it make 
the cost to do it seem small.

V. Daniel Robinson
President & CEO
NYCM Insurance
Edmeston, New York

AS AN INSURANCE  
COMPANY LEADER, WHAT 
ASPECT OF TECHNOLOGY 
WITHIN YOUR BUSINESS 
KEEPS YOU UP AT NIGHT? 

AND WHY?

TECHNOLOGY IS AN INEVITABLE PART OF OUR WORLD. WHILE IT CAN 
MAKE OUR LIVES EASIER AND MORE EFFICIENT, TECHNOLOGY CAN ALSO 
BE A SOURCE OF STRESS IN THE BUSINESS ENVIRONMENT, ESPECIALLY 
WHEN IT COMES TO MAKING EXPENSIVE DECISIONS. SO NAMIC ASKED:

For more CEO views, visit  
the digital version of IN.

NAMIC_INsurance Summer 2016.indd   11 5/18/16   3:29 PM



                      The Full Package
NAMIC Web Services offers much more than  website development. Other services include:
• Website Security Package
• Social Media Starter Pack
• Mutual Docs
• Website Hosting and 

Statistics

• Agent/Agency/ 
Member Locator

• Online Payments
• E-newsletters
• Digital Holiday  

Greeting Cards
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Secure Service

NAMIC Web Services 
assists more than 220 
NAMIC members with 
their marketing and 
technology needs.

In the past year, more 
than 30 NAMIC members 
have improved their 
online security by 
implementing the Website 
Security Package offered 
by NAMIC Web Services.

It doesn’t seem like that long ago that the talk of Internet 
capability for many mutual insurers was whether they had a 
company website. With so many people turning to the web 
rather than the what-seems-almost-archaic phone book to  

find business information, if a 
company didn’t have a web  
presence, it was likely missing 
opportunities for business.  

For many companies, especially 
those in the small-to-midsize 

range, not having a web presence has never been for lack of 
wanting one. It has been more about lack of personnel, which 
was the case for Farmers Mutual Insurance of Tennessee a 
little more than half a decade ago.

“We thought we could do it ourselves, but it became quite the 
challenge,” says Wes Gainey, the Knoxville-based insurer’s 
marketing director. “We’re an insurance company, so our focus 
should be on insurance. So many times we find ourselves doing 
other things, one of which was trying to learn how to  
build a website.”

That was when the company contacted NAMIC Web Services 
for help. NWS answered the call to assist the company 
in developing a website that would allow existing and 
prospective customers to connect with it. 

Today, though, the talk of Internet 
capability isn’t as much about whether 
a web presence exists as it is about the 
security of that presence, and NWS is 
once again assisting NAMIC member 
companies. 

“NWS is more full service 
than ever,” says James 
Northard, NWS’s director, 
“anything from logo 
redesign to security system 
audits, which is where our 
security package comes in.”

NWS’s website security package is one of the newer tools 
available to its customers. It is an especially good resource for 
those that offer payments or access to personal material online. 
Mutual insurers with this package receive an SSL certificate – 
something that encrypts a website when it is installed – as well 
as a routine, automated scan to check for vulnerabilities and a 
“secure site” badge that lets visitors know that it is safe and the 
last time the website was scanned.

“When a person goes to a website 
and sees the green lock in the 
URL bar, they have more trust in 
that company,” Northard says. 
“It tells visitors the company 
takes security seriously, just like 

it takes its policyholders’ needs 
seriously. It sets a mood 
toward the entire company.”

Farmers Mutual isn’t quite ready to take on the offerings 
that require this kind of website security. But the company 

is in the planning stage for it, and security is a big part 
of the discussion. Gainey is confident that once 
the company needs to tackle that kind of security, 
NWS’s help and its relationship with other vendors 
will make for a smooth, secure transition.  IN

PRODUCT SPOTLIGHT

NAMIC WEB SERVICES IS ANSWERING THE 
CALL AS WEBSITE SECURITY NEEDS CONTINUE 
TO EVOLVE AND GAIN ATTENTION.

Visit www.namicwebservices.com  
to learn more about NWS services.
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Agricultural Sophistication
EMERGING TECHNOLOGY BRINGS REWARD AND RISK FOR FARMERS AND THOSE THAT INSURE THEM.

L I N D SAY  RO B I S O N
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The days when farmers performed manual labor from sunup to 
sundown have long since gone by the wayside. Make no mistake, 
farmers still work hard and do so for long hours, but how they 
are getting their work done has changed dramatically. 

In fact, for a lifestyle and industry that are sometimes 
characterized as “old school,” the reality is that farming is very 
technologically advanced. Farmers have been using global 
positioning systems in their field equipment for a couple of 
decades. That same equipment has been outfitted with semi-
autonomous features for a while now, too. 

“We hear so much about driverless cars right now, but I think 
we will see tractors, combines, and sprayers without seats and 
steering wheels in the fields before we see cars without them on 
the roads,” says Jeff Wilson, assistant vice president and farm 
and ranch director for State Auto. “I don’t think it is out of the 
realm of possibility that ten years from now some farmers will be 
sitting in offices running their operations from computers.”

When it comes to unmanned aerial vehicle technology, also 
known as drones, farmers just might be leading the way. 
Agriculture, according to the Association for Unmanned 
Vehicle Systems International, will account for around 80 
percent of commercial market drone use. And agriculture 
has become a big player in the Internet of Things and big 
data environments. 

Bringing all this technology into the agricultural world is allowing 
farmers to be more productive with less land and help, which  
can help add to their bottom lines. But it is also bringing 
challenges to farmers … challenges that must be paid attention 
to by their insurers. 

Family farms still dominate the United States’ agricultural 
landscape, according to the U.S. Agricultural Department’s 
Economic Research Service. Still, those family farms have 
become fewer and larger. “We may have to view many farms 
in a much more commercial mindset,” says Bruce Tagg, senior 
engineering exposure analyst for Mutual Boiler Re.

A 2015 Wired.com article painted an interesting picture about the 
changing farm landscape and how it is affecting the way insurers 
should look at farms. The author, a self-proclaimed repairman 
by trade with computer programming training, wrote about a 
farmer friend who had called him to help fix his broken down 
high-tech tractor. 

“He just wanted a better way to fix a minor hydraulic sensor,” 
the author wrote. “Every time the sensor blew, the onboard 
computer would shut down the tractor. It takes a technician at 
least two days to order the part, get out to the farm, and swap 
out the sensor. So for two days, Dave’s tractor lies fallow. And so 
do his fields.”

On the plus side, though, there could come a day in the not-so-
distant future when the IoT connectivity aspect to the equipment 
will notify a manufacturer that the equipment is about to break 
down. This could allow the manufacturer to be on the way to 
repair it before the farmer even knows there’s a problem. The 
kind of connectivity that could possibly make this an option, 
however, is something else insurers need to keep their eyes on. 
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It has raised questions of liability. Wilson says tests are already 
being run on combine and tractor/grain cart connectivity that will 
intuitively call the tractor/grain cart to the combine to transfer 
the grain, move it to a semi to deposit the grain, and then return 
to a staging area to wait until the combine is ready again. 

“What happens when the grain cart doesn’t go back to the 
staging area and, instead, drives itself onto a road and hits 
a car?” Wilson asks. “Who’s liable for that? The farmer? The 
manufacturer?

“We haven’t seen this happen yet, but it is going to,” he 
continues. “We have had claims from farmers falling asleep 
and running into transmission towers in their fields. That is 
easy to determine fault. But with something driverless, maybe 
the incident was caused by the manufacturer or vendor 
programming software incorrectly.”

Connectivity has also raised questions about data ownership 
and data security. The farm equipment constantly collects 
data, and that data is going somewhere. Tagg has found that, 
in many cases, farmers are unsure about where it is going or 
how it might be used. 

Don Preusser, executive vice president and chief marketing 
officer for Farmers Mutual Hail Insurance Company of 
Iowa, who spent nine years working for John Deere, says 
that data-ownership and control concerns are legitimate but 
often misunderstood. Anyone working with farmers should 
be sensitive to customer data, including data collected from 
farm equipment. Preusser says the farmer owns that data and 
that observing best practices for data privacy and protection 

is essential to creating customer trust. What Preusser says he 
has found is that famers are often much less concerned about 
manufacturers and vendors handling their data than they are 
about other farmers accessing their proprietary information. 

The concerns about gain of access mean insurers also need to 
think about farmers’ cyber risks and data security in general. 
With so much information being stored electronically, farmers 
have a lot to lose if their data is not secure. “The awareness of 
computers and how they interact is going to be a large portion 
of the space,” says Kevin Poll, coverage director for farm and 
personal property at ISO Solutions. “How insurance companies 
think about and handle insuring that electronic data is going to 
become more and more important.

“There is data from monitoring livestock, milking operations, 
testing fertilizer, harvesting,” he continues. “Each one of those 
brings a connection to a computer system. That is why data 
security becomes very important.”

But that same data can also help to make the process of insuring 
farmers much more efficient. Information gathered by farmers 
could be sent straight from their devices to their agents or 
insurers, which can then be used for underwriting purposes. 
Preusser says geospatial technologies can help with predictive 
analytics to better insure buildings. GPS capabilities can help with 
liability and even theft exposures. “The point,” Preusser says, 
“is that there are many more data points around property and 
liability on the farm that helps to better underwrite and price 
risk,” which ultimately should benefit all those involved.   IN

Bruce Tagg of Mutual Boiler Re will be presenting on emerging farm 
technology at the Agricultural Risk Inspection School educational 
event in July. There is still time to register for this event. For more 
information visit, NAMIC.org/seminars/agrisk.asp.

Agricultural Sophistication

The Underinsurance Dilemma
Bruce Tagg, senior engineering exposure analyst for Mutual Boiler Re, has a 
piece of advice for insurers – be more proactive when assessing the risks on 
the farms they insure. 

What does he mean when he says this? 
He uses a recent conversation he had with a farmer as an example. During 
the conversation, Tagg learned that this man who farms about 1,500 acres had 
just started using prescriptive farming and the detailed data it provides. The 
farmer said he believed he would be going out of business if he hadn’t done so. 

“[Prescriptive farming] isn’t something for just the big operators,” Tagg says. 
“It is quickly trickling down to everyone. And we need to be aware of that in 
order to properly underwrite and price the exposures we insure.

“We need to educate ourselves and our agency force about this,” he continues. 
“We need to ask farmers the right questions.”

This is especially important when it comes to farmers of smaller operations. 
They often find used equipment at auctions, paying a much lower price than 
they would elsewhere. They end up telling their insurers or agents what they 
paid for the equipment rather than what it really costs. “So their agent thinks 
they have a one hundred thousand dollar tractor,” Tagg says, “but they have a 
three hundred thousand dollar tractor when it breaks.”
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NOT IF, BUT HOW

Home exposures have evolved over time in complex ways and will continue to do so at an increasing 
rate. The growth of technology, impact of severe weather, and the vulnerability of home systems, 
appliances and electronics are just a few challenges that have heightened the risk to your 
customers’ homes. 

We provide specialized products to address issues that homeowners face and can pull together the 
right mix of solutions to help you round out your portfolio and meet the needs of your market and 
your community. 

Learn more about the homeowner products offered by Munich Re’s property-casualty companies  
at www.munichre.com/hsb and www.munichreamerica.com.

Products and services provided by Hartford Steam Boiler Inspection and Insurance 
Company (Hartford, Conn.) or Munich Reinsurance America, Inc. (Princeton, NJ)

Above ground or below, we have your 
property needs covered.

Flooded Basement

Service Line Disruption

Equipment Breakdown
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MARKETING MOSAIC
AS THE COUNTRY BECOMES MORE DIVERSE, THE NEED TO TARGET 
MARKETING TOWARD SPECIFIC GROUPS BECOMES IMPERATIVE TO 
BUSINESS SUCCESS.

M I C H A E L  G I U ST I

For some people in the insurance industry, speaking 
about diversifying your marketing message often 
means targeting different generations. 

But, as the nation marches toward an increasingly 
multicultural and ethnically diverse future, marketing 
diversification must also mean creating targeted, 
culturally appropriate messages.  

“There are two ways I like to look at it. There are the compelling business reasons for marketing 
to multicultural audiences and the moral reasons,” says Cody Hill, associate director of the 
Latinum Network, a Bethesda, Maryland-based consulting firm that helps companies realize the 
business potential in various multicultural communities.  

Hill says many corporations fumble with the concept of diversifying their marketing  
message, and they do so at their own fiscal peril. While they are doing disservice to their 
bottom lines, they are also neglecting entire groups of people who deserve more individually 
crafted attention. 

NOT IF, BUT HOW

Home exposures have evolved over time in complex ways and will continue to do so at an increasing 
rate. The growth of technology, impact of severe weather, and the vulnerability of home systems, 
appliances and electronics are just a few challenges that have heightened the risk to your 
customers’ homes. 

We provide specialized products to address issues that homeowners face and can pull together the 
right mix of solutions to help you round out your portfolio and meet the needs of your market and 
your community. 

Learn more about the homeowner products offered by Munich Re’s property-casualty companies  
at www.munichre.com/hsb and www.munichreamerica.com.

Products and services provided by Hartford Steam Boiler Inspection and Insurance 
Company (Hartford, Conn.) or Munich Reinsurance America, Inc. (Princeton, NJ)

Above ground or below, we have your 
property needs covered.

Flooded Basement
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And it isn’t just household 
formation, according to The Group 

Advertising’s Tagliani. 
Growth in the general 
population is coming from 
multicultural communities as well. 
“According to the census, every thirty 
seconds, two white non-Hispanics hit retirement  
age while one Hispanic turns eighteen years old,”  
he says. 

With multicultural audiences being a generally 
younger population, they should be ideal targets for 
marketing. “They are in their prime zone for when 
you want to catch them and introduce them to your 

value proposition as an insurance company,” Hill says. 

One way Hill likes to encourage companies to look at multicultural 
audiences is to see them as an emerging market that you don’t 
have to travel abroad to find. He points out that the U.S. Hispanic 
population has the combined buying power of all of Germany – 
one of the world’s economic powerhouses. 

“A lot of companies are looking around the world to find emerging 
markets, but they can find that right here,” Hill says.

Tagliani agrees, saying that “the math is very simple. Corporations 
that want growth need to pay close attention and engage with  
the Hispanic market because that is where their growth is going  
to come.”

So-called total market strategies – those 
that come up with one marketing message 
designed to be spread throughout the nation – 
fail to take into account the rich cultural sectors 
that have formed throughout the country as the 
result of immigration and local differences. 

Hernan Tagliani, president of the Miami-based 
advertising agency The Group Advertising, says it  
is no longer an option to think of the United States  
as a homogeneous market that calls for a single 
advertising message. 

“It is very important to look at each multicultural community 
because the market is changing and evolving,” 
Tagliani says. “The United States is going 
through a demographic shift and cultural shift.” 

Tagliani is currently writing a book titled 
“Hispanic Market for Corporate America – How 
to Make Your Brand Culturally Relevant.” Within 
its pages, he argues that individually crafted 
messages targeted toward unique cultural 
pockets across the country make the most 
business sense. 

WHERE THE GROWTH IS
So, why bother with such individualized marketing efforts? 
One reason is because that’s where the future growth is, 
according to Terrance Williams, executive vice president and 
chief marketing officer at Nationwide. 

In fact, statistics show that future household growth 
throughout the United States is largely coming from 
populations that aren’t homogeneously white. That should be 
important to insurers because new household formation is 
one of the key drivers pushing people to buy insurance for the 
first time, according to Latinum Network’s Hill.

“From now to 2029, based on our models and projected data, 
eighty-six percent of all new households are going  
to be multicultural,” Hill says. 

of all new households  
will be multicultural  

by 2029
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Hispanics would rather be at the center 
of their family in old age. 

“A lot of times, grandparents are living 
with their extended family. There is a 
much bigger emphasis placed on the 
family core,” he continues. 

One key to reaching and truly 
understanding multicultural 
communities is through community 
engagement. Nationwide and State 
Farm place major emphasis on this. 

“Nationwide is proud of its many 
relationships and partnerships with 
organizations such as the Central 
Intercollegiate Athletic Association, 
National Urban League, National 
Black MBA Association, and 
Prospanica that allow us to make 
lasting impacts by fueling our talent 
pipeline with diverse candidates and 
helping to drive economic growth,” 
Williams says. 

State Farm also partners with 
dozens of groups within the African 
American, Asian-Pacific Islander, 
and Hispanic communities, 
according to Roszell Gadson, State 
Farm spokesman. 

“Not only is it the right thing to do, 
individuals also want to know that 
organizations care about them,” 
Gadson says.

Another key, according to 
Nationwide and State Farm, is for 
employees and agents to be active 
in and committed  
to the communities in which they 

live and work. 

“In fact, it’s imperative that our  
associate base reflects the demographics 
of the marketplace,” Nationwide’s 
Williams says. 

It is one of the best ways to understand 
diverse communities and effectively craft 
marketing messages that are meaningful 
in the long run.  IN 

deep understanding of their unique 
experiences and know what resonates 
with them. It’s imperative to our  
future success.” 

Hill says it is also important to make 
sure the result is a marketing message 
built on an understanding of how 
communities relate to a brand. They 
need to authentically speak to different 
cultural touchstones that those 
community members care about. 

COMMUNITY AND CULTURE
“One of the really neat things is that 
multicultural communities tend to be 
much more family oriented than white 
communities in terms of what they 
value most,” Hill says, adding that a 
good example of this can be illustrated 
by a stereotypical insurance marketing 
message of the gray-haired white couple 
running on the beach, independent  
and free.

He adds that “this isn’t the sentiment 
that is common for multicultural 
communities,” commenting further that 

BEWARE THE ‘QUICK FIX’
Tagliani says it is usually a relatively 
easy sell to convince the C-Suite of the 
economic potential of multicultural 
audiences. What becomes more difficult 
is getting them to buy into custom 
marketing campaigns for that audience.

“Unfortunately, they often feel that the 
easiest way to relate to the Hispanic 
market is what I call the ‘quick fix,’ 
where they literally translate the English 
campaign to Spanish,” Tagliani 
comments. “Those assumptions cost 
companies thousands, even millions, 
of dollars in potential sales lost.” 

To illustrate why simple translation 
is such a bad idea, Tagliani 

encourages clients to use an 
online translation tool to 
convert their webpages from 
English to Spanish. He says 
to then translate it back to 
English. The result is often such 

a bad translation that it quickly 
becomes evident why simple 

translation is not the answer. So 
much of the meaning is lost. 

The same goes for simply subbing 
actors of color into ads designed for 
a white audience. The message loses 
authenticity. But bad translations 
aren’t the only reason why custom-
crafted messages are essential. 

“When you create a campaign for 
the Anglo market, you are making 
assumptions about the demographic 
and psychographic groups – the way 
they live life and engage with brands,” 
Tagliani says. “You cannot assume that a 
Hispanic audience will engage with your 
message just because they are bilingual.” 

Williams says that Nationwide strives 
to make customized messages for each 
community they try to reach. 

“Nationwide develops and qualifies 
its national brand messages among 
all audiences. Messages that speak 
to a more targeted community are 
developed with insights that are 
specific to a particular group,” he 
says. “It’s imperative that we not only 
recognize that, but that we develop a 

Marketing Mosaic 
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Leading The Way Forward

To learn more, 
please visit guycarp.com

STAY AHEAD
GAIN A COMPETITIVE ADVANTAGE

Guy Carpenter’s Mutual Specialty Practice delivers strategic and operational solutions to 
help clients perform efficiently, protect captial and grow profitably.

For over 90 years, our dedicated team of specialists has been helping mutual companies 
achieve their growth imperatives.  Whether identifying valuable new trading relationships, 
growth opportunities in new geographies or developing new products, Guy Carpetner is 
partnering with clients to succeed.  
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Searching for items, comparing prices, and 
then buying them online has become fairly 
routine for most people. When the online 
transaction is problem free, that’s great. 
When it’s not, people want to talk to people.

That seems to be the consensus of several studies 
showing that more people still buy auto insurance 
offline and still want to deal with an agent. There  
is no doubt that the environment is changing,  
however, as millennials begin to make more of their own 
insurance purchases. 

The majority of auto insurance consumers today have no qualms 
about going directly to insurer websites or aggregator sites to get 
comparative quotes. In 2014, 46 percent of consumers shopped 
for auto insurance. Seventy-one percent 
of those people obtained a quote online. 
That number is only expected to grow, 
according to comScore, Inc., a leader in 
measuring the digital world. But evidence 
also exists showing there is better 
customer retention with companies that 
throw a human being into the purchasing 
and customer service mix. 

That being said, new aggregator sites 
are popping up, offering not only auto 
insurance policies but homeowners and 
renters insurance, life insurance, and 
even pet insurance policies. Potential 
buyers most often go directly to an 
insurer’s specific website. Comparative-
website traffic is on the rise, but it 
appears the jury is still out about some 
aspects of online insurance shopping. 

For example, Google’s online auto 
insurance comparison website, Google 
Compare, shut down in February, at least 
for the time being. While some partners 
of Google were told by the Internet giant that the site was just 
“going dark” and that the business was “retooling,” others aren’t 

so sure about its comeback. The shutdown came just a year after 
the site’s launch, which, at the time, caused worry of a massive 

market disruption, according to Brian 
Sullivan, editor of Risk Information, Inc., 
who had been tracking the progress of 
Google Compare. 

“Agents are not dead yet and  
will not be for quite some time,”  
Sullivan says. 

Google Compare was designed to direct 
consumers to carriers that would best 
fit their needs by using a few upfront 
questions. That was the extent of 
Google’s involvement, which meant 
shoppers received no recommendations 
or guidance and had to research the 
recommended carriers on their own.

“There is a lesson in this apparent failure,” 
says Laird Rixford, president of Insurance 
Technologies Corp, a Texas-based 
software provider to Google Compare. 
“Just being Google does not predicate 
success. They were not the first to try 
this and they will not be the last.” Rixford 
believes that U.S. consumers are still 

enamored with their agents and that online providers continue 
to underestimate the complexity of personal auto insurance.

J U L I E  V I N C E N T

Experienced Shoppers
THE INTERNET HAS NO DOUBT CHANGED THE WAY CONSUMERS 
SHOP FOR INSURANCE, BUT PREFERENCES REMAIN A MIXED BAG.

The Online  
Shopping Lesson
What has online insurance shopping 
taught us so far? There are problems, 
especially with online insurance quotes. 
They include:

• The price of insurance may be given as 
a guide only and not as binding;

• Some insurance companies still only 
quote by email or phone;

• Insurance policies issued online may 
not be valid in all states or countries; 
and

• Sites offering quotes from many 
insurance companies rarely include 
the whole market because some are 
not prepared to pay commissions. That 
means the cheapest commission-free 
deals may not be offered on these 
comparative-shopping portals.

Source: globalchange.com
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Many in the insurance field believe the 
industry is due for an update, though, 
primarily because of the changing buying 
habits of millennials. It comes as no 
surprise that these customers will reshape 
the buying experience and do a lot of their 
shopping online. It’s already happening. 

The biggest difference between 
younger consumers and older 
consumers is that younger shoppers 
try to avoid speaking to a person if at 
all possible. They want to rely on their 
own research skills to vet companies 
and products. And with their 
existence on social media, those in 
the younger generation value word of 
mouth much more than they do paid 
media or advertising. For the under-35 
crowd, the idea of a second opinion 
is someone online whom they may or 
may not know. These customers don’t 
want to be sold anything. They don’t 
want to interact with people … unless 
they have a question.

So what does this mean for insurance 
agents? Mack Dudayev, owner of 
InsuranceChance.com and author of 
an opinion piece for lifehealthpro.com, 
says agents must treat every client as a 
knowledgeable consumer. “Maximizing 
online tools to attract consumers will be 
key, providing an opportunity for clients to 
shop and learn on their own,” he adds. “In 

the end, the  
‘digital agent’ will come out ahead simply  
by recognizing these shifts and capitalizing 
on them.”

Agents and carriers can take advice from 
other industries that have capitalized on 
the online experience. Just look at how 
car buying has changed today. Very few 
potential car buyers travel from dealer to 
dealer to purchase a car. They conduct 
advance research online, find the car, 
understand what the price should be, and 
are prepared to ask for a price match. 

The future customer wants all the costs 
on the table before making a decision, 
according to Dudayev. “While some agents 
are still trying to get accustomed to selling 
insurance over the phone,” he says, “it may 
soon be that we are replaced by a good 
piece of intuitive software.” 

Despite Google Compare’s falter, it  
provides proof that people are trying 
different routes. Further evidence came in 
March when MassDrive Insurance Group 

launched MyLifeProtected, a digital 
insurance platform that offers auto 
insurance in all 50 states. It plans 
to expand the product portfolio to 
offer a “growing lineup of health, 
life, and property/casualty insurance 
products to customers of its partners,” 
according to its co-founder and CEO 
Bill Suneson.

Yet, with all the laws and regulations 
in the insurance industry, most 
agree the “powers that be” need 
to work with agencies in order to 
allow the efficient service younger 
consumers demand. And most 
insurance companies believe that 
many insurance lines cannot be 
commoditized the way auto insurance 
has been – at least not right away. 

Compare.com CEO Andrew 
Rose says the Internet is “an 
irresistible force” and that 
“human beings are inherently 
lazy.” Because of the Internet’s 
ability to simplify tasks – think 
autofill features – Rose says 
it is the future for insurance 
buying. He expects homeowners 
and renters insurance and then 
recreational vehicles and boaters 
insurance to soon follow the lead 
of auto lines. After that, Rose 
says to look for simple workers’ 
compensation and business 
owners policies for small 
operations to come next. 

“You’re going to see the easy 
insurances fall first and then the 
complex ones fall later,” Rose 
says. He believes that as technical 
capabilities expand and buyers get 
more comfortable with purchasing 
insurance online, there will be 
“a progressive march toward 
increasingly sophisticated self-service 
insurance transactions … it’s all  
about simple.”  IN 

To Agent or Not to Agent
The top reasons  
consumers buy insurance 
through agents are:

• They want real people to visit or call;

• They have always used an agent to  
purchase insurance;

• They want one local person who can  
help them with all of their insurance 
needs; and

• The agent quoted the best price.

The top reasons consumers 
don’t want to buy insurance 
through agents are:

• It is more convenient to use a website  
or 24-hour toll-free hotline;

• It is quicker to purchase online; and

• They got a quote online and decided to 
make the purchase.

Source: comScore, Inc. 
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CYBERSECURITY:
NAVIGATING  
UNCHARTED  
TERRITORY

Technology and the Internet 
might not be new aspects 

in our lives, but many of the cyber 
risks they have brought with them 
are really just beginning to show their 
larger impacts. Cybersecurity will 
inevitably continue to evolve, but better 
understanding of the current landscape 
will help insurers be more capable of 
navigating what is yet to come.
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“Cyber” originated from Norbert Wiener, an American 
mathematician, who derived the word from the 
term “cybernetics,” which means “the control and 

communication theory, whether in the machine or in the 
animal.” Cyber and the terms that fall under this category can 
be confusing and complex. They encompass a wide variety 
of privacy and security terms that are constantly evolving in 
definition and in scope. 

Knowing where security ends and privacy begins or when 
protected health information is at risk instead of personally 
identifiable information are crucial skills when it comes to finding 
the correct cyber policy and determining coverage. A primer of 
the most-used – and, in some cases, the most-confused – terms 
may be helpful in navigating the digital realm.

A good place to begin is with issues surrounding security 
incidents and data breaches. These events dominate the 
headlines and the worries of corporate executives, but the 
terms aren’t always interchangeable. A security incident could 
be something as simple as a lost thumb drive that contains 
encrypted data, which may not even be considered a reportable 
event. However, a similar situation could qualify as a data breach 
if a lost thumb drive’s information is not encrypted. 

One common misconception is that intention separates security 
incidents from data breaches. Data breaches routinely involve 
the unintentional exposure of information, such as when the 
wrong file is mistakenly attached to an outbound email or when 
a confidential database is posted online without password 
protection because of a programming error. However, a breach 
could also result from a purposeful attack, whether it’s at the 
hands of a cyber thief or hacker or a disgruntled employee or 
contractor.

Security and privacy are also terms that are often used 
interchangeably, but they are disparate concepts. 
Security refers to the measures used to safeguard 

information. These could be protocols – the use of strong 
passwords, the locking of file cabinets at night, etc. – as well as 
the infrastructure assets that support data protection efforts, 
including firewalls and encryption technology. In contrast, 
privacy is how and why sensitive data is collected, stored, and 
used. Consent and disclosure notices support privacy initiatives, 
but they have no bearing on security. Retailers that collect 
driver’s license numbers as part of the customer return process, 
for example, may run afoul of privacy laws if they don’t properly 
disclose why they gather this information or make customers 

CRACKING 
THE CODE
UNDERSTANDING THE NUANCES OF CYBER 
ISN’T EASY, KNOWING WHAT SOME OF THE 
TERMS WITHIN IT MEAN HELPS.

M AT T  C U L L I N A

Personally Identifiable 
Information: 

data that can possibly identify 
an individual, such as a driver’s 
license, passport, or Social 
Security number

Data Breach:
the exposure of confidential 
information held by an entity 
through loss or theft

Malware:
malicious software such as 
computer viruses that disrupt 
a system’s operation by 
performing an unauthorized 
function or process

Email Spoofing:
creating email messages with 
a fake sending address to gain 
unauthorized entry into a 
secure system

DDoS Attack:
a distributed denial-of-service 
attack that makes a machine or 
network resource unavailable  
to its users to interrupt or 
suspend services

Ransomware:
malicious software designed 
to block access to a computer 
system until a sum of money 
is paid

Insider Threat/Malicious 
Insider:

a current or former member 
of an organization who 
intentionally misuses  
authorized access to violate  
the organization’s data  
or systems

Cybersecurity Glossary
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aware of how that data may be used and by whom. An 
organization could have very stringent security practices, but 
it could still fall short when it comes to privacy and vice versa. 
While they are different, security and privacy shouldn’t, and can’t, 
exist without each other.

In addition to understanding privacy and security, 
knowing the many types of data is also important when 

it comes to cyber liability concerns. When people think about 
data breaches, the first thing that comes to mind is financial 
data – namely payment card information. Credit card and debit 
card numbers, along with information on other payment card 
formats, are governed by PCI compliance regulations. Retailers 
are common PCI breach targets, but other organizations that 
process PCI include healthcare providers, educational facilities, 
and government agencies.

Another kind of frequently exposed data is personally 
identifiable information. This is information that 
could potentially identify a specific individual. Data under the PII 
umbrella include names of individuals and their family members, 
birth dates and places, email and physical addresses, telephone 
numbers, information about schools and employers, and account 
details and passwords from social media and other websites. 
It also includes account numbers associated with financial and 
lending institutions or insurance policies and government-issued 
identification such as Social Security numbers, driver’s licenses, 
birth certificates, passports, and even library cards.

Protected health information is 
another category of sensitive data 
that is increasingly targeted in data breaches 
and cyber attacks. It includes information stored 
within medical records – from prescriptions to 

exams and lab results to radiography and other images – all of 
which are proving to be tantalizing theft targets. They are being 
breached in record numbers because they contain the key to 
committing the ever-growing tax refund fraud.

Organizations gathering and storing PHI vary and may include 
healthcare providers, health and benefit plan providers 
and brokers, health and life insurance carriers, employers, 
public health authorities, schools and universities, and even 
healthcare clearinghouses and health information exchanges. 
Anything that relates to physical or mental health, the 
providing of healthcare, or payment for healthcare for any 
individual is squarely in the PHI category. 

The various information types and their related privacy and data 
breach scenarios are subject to specific regulatory statutes, and 
each may require distinct protection measures. They also often 
fall under their own mandates when it comes to notification 
and potential penalties in the event of an exposure. Forty-seven 
states, the District of Columbia, Guam, Puerto Rico, and the 
Virgin Islands require notification of security breaches involving 
PII. Notification time frames vary by state. Federal laws may  
also apply.

Cyber will always be a complex issue, but a clear understanding 
of the different terms will give insurers and producers and their 
business clients the ability to craft the most appropriate risk 
management strategies for their exposures.  IN

Matt Cullina is CEO of IDT911, a leader in identity management and 
data risk solutions for the insurance industry.

Hacker:
an unauthorized user who 
attempts to gain access to a 
system and its data

Cyber Extortion:
an attack or threat of an attack 
with a demand for money to 
stop the attack

Phishing:
when a fraudster masquerades 
as a trusted entity to get victims 
to divulge sensitive information

Spear Phishing: 
when thieves target a specific 
individual, organization, or 
business with emails from 
seemingly trusted sources to 
gain access to sensitive data

Vishing:
when fraudsters pretending 
to be legitimate organizations 
telephone victims and trick 
them into surrendering 
sensitive information that will 
be used to commit identity theft

SMiShing:
when thieves masquerade 
as trustworthy sources and 
trick victims into downloading 

malware via text message  
to steal sensitive data

Whaling:
when thieves direct an attack 
at senior executives and other 
high-profile targets to trick 
them into disclosing sensitive 
personal or company data

WISP:
a written information security 
program or a formal document 
that addresses cyber security 
policies, procedures, and 
guidelines  IN

Source: IDT911
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Commissioning Cybersecurity
INCREASING CYBER RISKS HAVE THE ATTENTION OF THE NAIC,  

BUT ITS CYBERSECURITY APPROACH HAS SOME IN THE INDUSTRY CONCERNED.

M AT T  B R A D Y

With cyberattacks continuing to make headlines, the 
National Association of Insurance Commissioners 

has taken on an ambitious, perhaps overly aggressive, 
plan to establish standards for insurers 
to protect their data and respond to 
security breaches.

In March, the NAIC unveiled for 
comment an initial draft of a proposed 
Insurance Data Security Model Law. The 
driving force behind the proposal, North 
Dakota’s insurance commissioner Adam 
Hamm, told a public radio station he 
hopes for the model to be finalized prior 
to his state Legislature’s 2017 session. 

When Hamm testified at a congressional 
hearing this past spring, he said “the purpose and intent of 
the model law is to establish the exclusive standards for 
data security, investigation, and notification of a breach 
applicable to insurance licensees. It lays out definitions 
and expectations for insurance information security, 
breach response, and the role of the regulator.”

The approach taken by the NAIC has raised concerns within 
the industry in terms of the timing of the effort and how 
it affects the potential to make changes to its substance, 
according to Paul Tetrault, state and policy affairs counsel 
for NAMIC.

The NAIC has been working on the issue in a swift manner, 
which Tetrault believes could indicate how seriously the 
commissioners are taking cyber issues. But Tetrault also 

notes that Hamm is not running for 
re-election and might be trying to see 
the work completed before he leaves. 
Either way, Tetrault says the NAIC would 
need to complete its work and issue a 
final proposal by August, which leaves 
little time for substantive debate and 
revisions. 

The proposed measure is very detailed 
in ways to address breach responses; 
among them the requirement of a public 
hearing if a commissioner believes a 

licensee is in violation of the law. Tetrault notes, however, 
that this might not be appropriate in terms of addressing 
the problem. 

“You want consumers to be notified,” he says, “but whether 
a company did something wrong should be 
considered with more of an examination 
mentality.” The proposal also allows for judicial 

remedies for individuals who believe companies 
violate the law.

Hamm told lawmakers “the model is intended to 
create certainty and predictability for insurance consumers 
and licensees as they plan, protect information, and respond 
in the difficult time immediately following a breach.”

Testing, Testing
Celina Insurance Group has increased its network staff significantly within the last year and a half, largely with security 
in mind. In addition to more staff, the company has amplified its security practices, including penetration testing. 

“We specifically brought in a firm to look at our security practices,” says Rob Shoenfelt, Celina’s chief information officer. 
“They tried to hack us and then gave us ideas on what to fix and how to fix it. 

“We didn’t carte blanche do what they suggested, but we did put in place intrusion detection, protection,  
and prevention,” he continues, “and we consolidated our data into one unified system. We did what  
made sense to us.”

Benton Mutual Insurance Association did some penetration testing of its own. The company  
asked Grinnell Mutual Reinsurance Company’s information technology department to try to  
hack into its system.  “We don’t keep a lot of ‘critical’ information in-house on our system, but we  
don’t want somebody to be able to backdoor us either,” says Jim Buch, Benton Mutual’s president. 

“We’re a small company, so we rely on our vendors for some of those [security] enhancements,”  
Buch continues. “We feel okay for now, but as fast as things change, six months from now we  
could be entering a whole new venture.”  IN
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But Tetrault thinks differently about the proposal. He argues 
that, in many ways, it treats the companies that suffer a 
breach almost as if they are criminals. 

“When an insurance company is breached, that company is a 
victim just as consumers are,” he says. Tetrault uses the breach 
of a well-known health insurance company as an example. By 
all accounts, the organization had a robust security program 
as one of the largest health insurers in the world, but it still fell 
victim to a breach. Protecting data can be especially difficult 
for companies given that attacks often come from highly 
sophisticated organizations. “The company is not the bad 
actor here,” Tetrault says. “Under any system, breaches aren’t 
completely preventable.”

In Hamm’s testimony before Congress, he said that in 
the absence of federal action, 47 states have acted on 

cybersecurity issues. Some are on the fourth iteration of their 
cybersecurity laws. Tetrault points to those same laws as raising 
issues for any NAIC action, though. 

“There are some differences, so it will be up to each state to 
decide what makes sense or if there’s an appetite to move it at 
all,” Tetrault says, adding that the complications of adding the 
model’s insurance-specific standards to state laws that already 
apply across all industries could make passage an even greater 
challenge. 

It has been suggested that the standards might be added to the 
NAIC’s accreditation process. The argument for doing so, Tetrault 
explains, is that accreditation considers solvency regulation 
issues, and data breaches could, in theory, reach levels of 
affecting solvency. This might entice states to take up and pass 
the model. But taking it up with its current language could cause 
some in the industry to oppose the model law in the states. 

For its part, NAMIC, along with others in the industry, has asked 
to meet with NAIC officials to work toward a model that both 
sides could support, which is vital for implementation by the 
states. At press time, no meeting had yet been set.

“At the end of the day, they need industry buy-in  
to get this passed in the states,” Tetrault says.  
“We’re not fighting the principle, nobody’s  
against cyber protection. But we are  
concerned about the execution.”  IN

[Pass]words  
of Wisdom
Because of its technology 
expertise, IMT Computer 
Services, a division of 
the IMT Group, is receiving 
inquiries regarding cyber risks from  
its small-insurance-company clients. Because of  
the increasing number of questions, the company has 
sharpened its focus on cyber risk education. 

IMT’s information technology experts are therefore 
spending quite a bit of time educating clients on the 
electronic and physical risks that come with cyber issues. 
Jessica Smith, client services manager at IMT, says 
another educational focus is on passwords. “Some small-
company managers know the passwords of everyone in 
the office,” she says. “That can be dangerous. Some people 
get tricked into giving up credentials, which makes for  
easy access.”

Aaron Madison, senior manager at IMT, believes there is 
still some lack of understanding as to the importance of 
passwords. Recent studies have shown that a lot of people 
still write down their passwords and put them in unsecure 
places or use passwords that are easy to crack. 

“When people don’t understand something, they don’t 
place enough importance on it,” Madison says. “It doesn’t 
matter how secure a system is, if you give someone the 
keys, they are going to come right through the door.”  IN

Just In Case
In addition to the chatter about a 
possible core-system replacement, 

much of the technology discussion 
at the Greater New York Group has 

centered around data security. One of the 
big goals – and achievements – for the organization 

within the last year has been the development of its data 
breach mitigation and response plan.

GNY developed a team dedicated to the effort. That  
team, along with a cybersecurity vendor, has created  
a document outlining steps to be taken in the event of  
a breach. 

“We are going over everything and getting ready to do 
some tabletop exercises to test our data breach recovery 
plan,” says Kathleen Zarzycki, GNY’s chief information 
officer. “We have internal and external teams all coming 
together to do scenario testing and have samples ready.

“Being ready in case you have a problem is the biggest 
thing,” she continues. “Everyone in our company has gone 
through mandatory training. We want to make sure people 
are aware of what is out there and how to act.”  IN
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In a world of increased business automation, the greatest 
cyber risk companies face often is not data security. 
Businesses that rely on computers and software to manage 
their refineries and pipelines, power grids, and a wide 

range of manufacturing systems face enormous cyber risk should their 
control systems fail. Though the media and regulatory agencies have 
not necessarily classified these failures and their related consequences 
as cyber incidents, from an insurance and risk management 
perspective, these failures may be classified as such and considered to 
be covered perils by a cyber liability insurance policy.

  Joe Weiss, an international  
  authority on cybersecurity,  
  control systems, and system  
 security who consults national security organizations  
 and commercial entities regarding cyber risks and  
 strategies to mitigate them, recently commented,  
 “Control system cyber incidents – malicious and 
unintentional – can lead and have led to significant equipment or 
environmental damage, business interruption, and deaths.” 

Evidence supporting his statement has occurred around the world 
during the recent past. The German steel mill that shut down because 
of a computer system failure triggered by unauthorized access to 
its network. The Ukrainian electrical utility that was taken offline by 
external system hackers. The devastating explosion of a gas pipeline in 
San Bruno, California, that resulted from an over-pressurized system 
caused by a computer system malfunction. In all of these scenarios, 
the automated systems lost control due to a variety of software and 
network issues that can be classified as a cyber issues. 

When  
Control Systems  
Lose Control

Automated systems that operate machinery, 
control power, or manage communications 
are referred to as operational technology

OT is significantly different from information technology, 
which is what most people are familiar with. It is OT that 
creates a broader cyber liability for many businesses 
when their systems fail. And those failures may be 
excluded from typical property policies.

J E R E M Y  B A R N E T T

Cybersecurity       Special Section
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Granted, data breaches are still common, growing 
nuisances for businesses, but they don’t often shut 
down operations. That does not mean data breaches 

aren’t costly to remediate or that cyber liability insurance isn’t an 
essential risk transference strategy. But when you consider the 
wider impact and business interruption losses of a business that 
is shut down because of a cyber breach, the concerns become 
exponential and protection against them 
becomes even more essential.

In a recent white paper titled “Industrial 
Control Systems Cyber Risks,” NAS 
Insurance and leading technology forensics 
firm Stroz Friedberg outlined emerging 
cyber risks, risk mitigation strategies, and 
insurance options to help address this 
growing area of cyber concerns. 

Many mutual insurance companies might think, 
“Well, my policyholders aren’t targets for a 
hacking attack by the North Koreans, so I don’t 
need to be concerned.” And it’s hard to argue 
with that perspective. However, not all control 
systems failures are a result of a malicious hack. 
Sometimes it’s an administrative error that leads 
to a broader system malfunction. It could also 
be a disgruntled current or former employee 
who is committed to causing the company 
harm. Without proper security protocols, the 
operational technology could be exposed.

In a recent article published by Cyberwire, Weiss 
highlighted the challenges that organizations 
are facing, coordinating the information technology systems 
and the operational technology systems that become vulnerable 
in a network-connected environment. “There has to be a joint 
effort between the security people who understand IT but not 
the domains of electric power, water, and chemicals and the 
engineers who understand that domain but not security. 

“One of the biggest problems today with securing 
industrial control systems is that the IT community is 
running amok without understanding the impact of 
using inappropriate policies, technologies, and testing 

to secure industrial control systems,” the article continued. 
“Consequently, there needs to be a joint effort between the 
people who understand the domain and the people who 
understand security, and that isn’t happening yet.”

In addition to cyber response planning, cyber risk 
transference via cyber liability insurance is an essential 
component of a security strategy. Cyber liability insurance 

policies are evolving well beyond the realm of data breach 
response and risk management to help companies address 
the growing control systems cyber risk. 

Cyber liability insurance can also cover the business interruption 
expenses and lost income as a result of a network outage or 
computer system malfunction caused by administrative error, 

employee negligence, and malicious attack. Physical damage as 
a result of a cyberattack may also be considered a covered peril 
of a cyber policy, which is something property insurance doesn’t 
always cover. Industry- or risk-specific enhancements can be 
added to address unique needs such as replacement power for 
utility companies that, if they go dark, can procure power from 
other utilities.

All this is to say, automated systems to control business 
operations are expanding and so too is the breadth 
of cyber liability. Whether in manufacturing, utilities, 
transportation, telecom, or other infrastructure 

services, it is important to understand what risks are covered by 
traditional property and general liability insurance and which 
exposures require a robust cyber liability policy and cyber risk 
management solution. No one wants to be left in the dark.  IN

Jeremy Barnett is senior vice president of marketing for NAS 
Insurance Services, which is a market member of NAMIC.

Organizations that have automated systems should 
continually evaluate risks and develop a cyber risk 
assessment … with the following five steps.

1. Evaluate corporate information technology system and plant  
 system architecture;

2. Assess relationship of the IT and operational technology  
 personnel, procedures, and policies;

3. Audit security policy controls, including disaster recovery plans,  
 monitoring and alerting of various security events, and on-going  
 vulnerability management;

4. Evaluate the company’s incident response plan; and

5. Account for the potential downstream economic impact of  
 a breach.

Source: Industrial Control Systems Cyber Risks report
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Cybersecurity can seem like an insurmountable 
obstacle. It is, no doubt, a huge undertaking, especially 
for small and midsize companies that don’t have large 
staffs or people who can dedicate their entire workload 

to keeping their companies secure. But these organizations are 
the ones that need to be ever-more vigilant of cybersecurity. 
They are becoming cybercriminals’ more popular targets. 

While cybersecurity has become a must, it is often difficult 
to know where to start. But the easiest way is through a 
cybersecurity risk assessment. The goal of a risk assessment is 
not to simply create a list of various threats; rather, it is to create 
a process for engaging all parts of an organization to determine 
where improvements need to be made and how to act on them. 

Assessing and Acting on the Risks
Several common areas of concern, including employees, 
networks, response plans, and access, exist. 

Employee Training
An unsuspecting employee who doesn’t know what a  
phishing email is can be one of the most vulnerable targets. 
Therefore, training is one of the most effective measures 
to prevent a breach. A simple program on password 
management and proper Internet use can prevent a 
compromised account or malware. Training is also a remedy 
against phishing attacks, also known as social engineering. 

When developing training programs, focus on Internet use, 
information disclosure, and general cybersecurity awareness. 
Then ensure that employees understand and follow these 
policies. 

Workstations
A simple way to enhance security is swift implementation of 
updates and patches for software on a network. A healthy 
cybersecurity practice includes testing updates in a separate 
environment before releasing them to the entire network to 
make sure everything functions as expected.

Also, any company operating on a Windows XP or Server 2003 
system needs to go unplug it right now. They are no longer 
supported by Microsoft and do not receive security updates. 
Whole-disk encryption for laptops is a must. It can save a 
company from a major data breach if a laptop is stolen.

Business Continuity 
and Disaster 
Recovery Plans
Elements companies 
commonly overlook or 
neglect to update are their 
business continuity plans 
and disaster recovery 
plans. Data integrity and 
data access are just two 
points that should be 
addressed in these plans. 
Companies should back up their data and keep that backup in 
a different location. Periodic testing to ensure that data can be 
restored from backups is also critical. These plans should be 
discussed annually, if not more frequently, with all employees. 
Management should perform tabletop exercises so that the plans 
and responsibilities within them are clear.

Incident Response Plans
It has gotten to the point that cyber breaches are 
almost inevitable. It is better to expect a breach of some sort 
and have a strong response plan than to be caught by surprise. 
An incident response plan should include procedures for 
identification, mitigation, and remediation. It should be made 
clear to whom a breach is reported when one is identified. That 
way, the proper people within the company and law enforcement 
can be involved. Tactics to limit the spread of a breach, to isolate 
affected systems, and to prevent further data loss should be 
addressed. Remediation cannot be forgotten. It helps to ensure 
the problem won’t happen again.

Access Controls
Misuse of privileges is the No. 3-ranked data breach method, 
according to a Verizon Wireless study. Guaranteeing that 
employees only have access to information they need to perform 
their jobs is a simple solution that many companies overlook. 

INFORMATION 
SAFETY
INSURERS OF ANY SIZE CAN BE TARGETS OF 
CYBER HACKS. BUT THERE ARE SIMPLE WAYS TO 
KEEP INFORMATION SAFE.

Z A C H  J O N E S

Data breaches are on the rise; 
they aren’t cheap; and oftentimes, 

they don’t even happen on purpose. 
That statement alone should be 

motivation enough for companies 
to take cybersecurity seriously, but 

some statistics might help.

Last year, security incidents 
rose by 38 percent.

Malicious cyberattacks cost 
at least $300 billion annually.

On average, 25 percent of  
employees accidentally reveal 

confidential information.
In short, the problem is not simple, 
straightforward, or under control.

Sources: PwC, McAfee, and the Mako Group
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Removing employees’ access when they switch positions or 
leave the company is an essential part of any access-control 
procedure. Passwords are also huge problems when it comes 
to access. To make them more secure, passwords should be 
complex – with more than eight characters – and changed at 
least every 90 days.

A common first step to ensuring proper access is the creation of 
base user profiles for every position. This allows for the correct 
access to be given to each employee, especially when employees 
change roles. Think of access controls as the last line of defense. 
If an account is compromised, strong access controls can 
significantly limit the damage.

Bring-Your-Own-Device Policy
Bring-your-own-device policies are more important than ever, 
as more employees are using their own devices for work 
purposes. A number of measures should be required and 
outlined in a BYOD policy. Passcodes on phones, remote wipe 
capabilities, regular backups, prohibition of jailbroken phones 
and blacklisted apps, and consequences for violations are a 
few examples. Remote access capabilities to company systems 
should be disabled on devices unless absolutely essential. 

Mobile device management software is a great tool to ensure 
data is protected and secure. All 
of this prevents a lost device from 
becoming a major operational 
vulnerability. 

Network Vulnerability 
Assessments and 
Penetration Testing
There is no better way to test your 
security than to have someone 

try to hack it. Many industries 
have mandatory regulations 
for regular vulnerability 
assessments or penetration 
tests, but all companies should 
adopt this practice. Contracting 
a third-party to determine 
network weaknesses and then 
remediating those weaknesses 
is a necessary part of a healthy 
cybersecurity strategy. And 
companies should not forget 
internal testing. It is perhaps 
the most overlooked form of 
testing, but more breaches 
originate from inside a network 
than from an external hack.

Looking Forward
Tackling cybersecurity is 
no small undertaking, but 
cybercrime exists as a reality 
of the Information Age. 
Therefore, cybersecurity must 
be a continuous process and 
a cultural element within a 
business. Ultimately, it ensures 
the protection of information 
and technology from theft, 
misuse, and loss.  IN

Zach Jones is the business development manager for the  
Mako Group, a cybersecurity consulting company and market 
member of NAMIC.

If you think your company 
is too small to be valuable to 
cyber attackers, think again. 

Stored customer data is a virtual gold 
mine for hackers. While not all of the 

following amounts are relevant to 
property/casualty insurers, they put 

things into perspective.

Health insurance credentials 
$20/each

Social Security numbers 
$30/each

Dates of birth 
$11/each

An entire identity
(bank accounts, Social Security numbers, 
health insurance credentials, DOB, etc.) 

$500/each; $1,000/each  
if documents are included

No matter the size of your business, 
there is something valuable on  

your network. The more you 
disregard cybersecurity, the more 

vulnerable you become.
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The Cyber Shopping List
Some property/casualty insurance executives might believe their organizations to be 
lesser targets for hackers because of the information they don’t store. They don’t often 
hold on to the much-coveted information – Social Security numbers and the like. 

But a recent conversation with a fellow insurance executive gave Tim Sullivan, CEO  
of NAMIC Insurance Company, some food for thought to share with others.

“When you think about cyber risks, you think about credit cards, health insurance 
information, etc.,” Sullivan says, “not what is on your scheduled endorsements for 
scheduled property. But they can be shopping lists for people who hack into a system.”

Thieves could find out how much merchandise insureds have in their homes and  
even whether they have installed security systems. Possibilities such as these just  
add to the reasons insurers need to look into their own cybersecurity and cyber 
insurance protections.  IN
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Not So Fast
THE DAYS OF CARS WITHOUT DRIVERS ARE HEADING 
OUR WAY, BUT THEY MIGHT NOT BE AS DETRIMENTAL 
TO THE INDUSTRY AS SOME MIGHT THINK.

Ready or not, driverless vehicles are coming. Depending 
on who you choose to listen to, these automobiles  
mean the elimination of accidents … and the death of 
auto insurance. 

Statistics tell us that as many as 90 percent of auto 
accidents are the result of human error. So it is hard 
to question the claim that fewer accidents will occur 
when drivers are taken out of the equation. 

“Some people have predicted that future governments 
will outlaw humans from operating cars,” says Martin 
Frappolli, senior director of knowledge resources at The 
Institutes. “I think we will look back at the times when 
we let people drive two-ton machines at seventy miles 
an hour and the crashes and property damage caused 
by them in the way we now look back on surgeons using 
leeches for healing.

“If the technology is as successful as promised,” he 
continues, “the number of auto accidents should be 
dramatically reduced.”

While fewer accidents mean fewer auto insurance claims 
and less revenue for insurance companies, it doesn’t 
mean auto insurers should be planning their funerals 
any time soon. They just might want to start looking at 
different lifestyles. 

We know from experience that technology isn’t foolproof. 
If and when the technology inside autonomous vehicles 
fails, there is bound to be some form of an accident. 
So those within the industry might want to start asking 
themselves, “When that happens, who is responsible for 
the damage?” Is it the owner of the vehicle or the maker 
of the malfunctioning technology?
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Much of the talk seems to be pointing 
the finger of responsibility toward the 
manufacturer rather than the occupant of 
the vehicle, which would seem to imply a 
shift toward the product liability side of the 
business. Frappolli sees this as a double-
edged sword. “On the one hand, there 
should be far fewer accidents,” he says. “On 
the other hand, I have heard one attorney 
say that it is the plaintiff’s attorneys’ dream. 
Every defendant will have deep pockets.”

Sandee Perfetto, director of personal auto 
product development for ISO, envisions a 
different scenario that involves personal 
auto insurance as the first resort. “When 
you think about settling claims, product 
liability against the manufacturer takes a 
long time, but people have an immediate 
need to get taken care of and to get their 
vehicles back,” she says. “So my expectation 
is that there will still be personal auto 
insurance with an increase in subrogation 
to resolve the role of technology.”

Sandeep Puri, a director with Deloitte 
Consulting, says his firm has heard some 
extreme talk from at least one insurer, 
questioning whether it would make sense 
to exit the auto market altogether because 
of autonomous vehicles’ implications. 
Puri believes this kind of talk isn’t – and 
shouldn’t – be pervasive. There are strategic 
options other than exiting the business. 
However, based on Deloitte studies, he 

does think demand for traditional auto 
insurance stands to diminish and might be 
more difficult to sell. He recommends that 
insurers start creating a strategy to respond 
to that difficulty now. 

“The traditional product is going to 
have to be supplemented by products 
that are more driver centric or 
product liability oriented – insurance 
for ridesharing, car sharing, driverless 
car companies,” he says. “We advise 
CEOs to craft insurance experiments 
with ridesharing companies, car 
sharing companies, and auto 
manufacturers that have product 
liability risk. By doing that, executives 
will get a better understanding of how 
these developments might affect their 
businesses and, therefore, formulate 
strategies on how to respond.”

Insurers should also be thinking about the 
role of cyber risk as it pertains to driverless-
vehicle technology. Autonomous vehicles 
are going to have “talk” to each other 
through some sort of network, and that 
network can be at risk of being hacked.

Evidence of this risk exists in the current 
semi-autonomous vehicle environment. 
Last summer, two men hacked into a 
Jeep Cherokee’s control system, remotely 
operating its radio and windshield wipers, 
even turning off the engine while the vehicle 
was on the highway. The men accomplished 
this more to prove a point than to be 
malicious, but it should be thought 
provoking nonetheless. What kind of havoc 

could happen if a cyber attacker  
takes over an entire fleet of connected 
vehicles?

Luckily, cybersecurity is on the 
radars of the U.S. Department of 
Transportation and the auto industry. 
In January, the DOT and 17 auto 
manufacturers reached an agreement 
to identify threats and establish best 
practices to keep vehicles and the 
information they compile safe. 

Figuring out where the insurance 
industry fits into all of this is still in 
the early stages. Frappolli says market 
participants are often in the early 
“knee-jerk mode” regarding cyber 
threats. “Until businesses can develop 
good cyber hygiene to manage the 
risk, they scramble to get it insured 
before they really understand the 
exposure,” he says. “But until insurers 
can figure out how to price the risk, 
many scramble to exclude it.” 

Puri says this is all still cutting edge. 
“It is just the latest example of 
how the insurance business has to 
adapt to changes in mobility,” he 
says. “Underwriters, actuaries, and 
executives have never had to face this, 
but they will.

“Running through possible scenarios 
will help them prepare,” he continues. 
“Those that prepare are likely going 
to be able to succeed. Those that 
are reactive will have some major 
challenges.”  IN

THE FEDERAL EQUATION 
Federal involvement is high on the list of talking points when it comes to 
autonomous vehicle discussions. But it has nothing to do with insurance, 
at least not right now. The federal government affirmed its support of 
autonomous vehicles when it announced that the 2017 budget proposal 
would include nearly $4 billion for testing of connected vehicle systems 
during the next 10 years. Further evidence of this support came in January 
when the Department of Transportation’s secretary gave the DOT six months 
to come up with rules for testing and regulating autonomous vehicles. As of 
press time, the DOT had one month left to complete the task.
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TERVIEW

A Q&A with IIHS’s David Zuby
THERE IS NO DOUBT THAT AUTONOMOUS VEHICLES ARE GETTING A BIG PORTION OF  
THE MEDIA COVERAGE WHEN IT COMES TO AUTOMOTIVE NEWS. YET, THERE IS MUCH TO  
BE LEARNED – AND MORE TO BE TESTED – REGARDING THE CURRENT TECHNOLOGY. THE 
INSURANCE INSTITUTE FOR HIGHWAY SAFETY LEADS THE WAY IN AUTOMOBILE RESEARCH,  
SO WE TALKED WITH DAVID ZUBY, IIHS’S CHIEF RESEARCH OFFICER, TO FIND OUT WHAT IS 
GETTING THE INSTITUTE’S ATTENTION.

Q: What were the major trends and developments  
when you first joined the Insurance Institute for  
Highway Safety?

A: I joined IIHS in 1993. Back then, we were researching  
airbag safety. Our research eventually contributed to the 
change in federal motor vehicle standards that governed 
front-crash protection and the redesign of airbags being 
fitted to vehicles.

We were also conducting demonstrations of antilock brake 
technology for the people who came to visit the Vehicle 
Research Center. 

The kind of technology we see today … it really wasn’t even 
on the horizon.

Q: How do the technological capabilities in vehicles 
today affect how you test vehicles?

A: There are two aspects to vehicle safety. One is what we call 
crash worthiness. This is, how well does the car’s safety 
system protect you when a crash has occurred? And the 
other is what we call crash avoidance. Which is, how does 
technology on the vehicle help you avoid being in a crash in 
the first place?

It is going to be a long time before we can say cars don’t 
crash anymore. So there will be a continual need for us to 
make sure seatbelts, airbags, the structure of the vehicle, 
etc. are going to protect people when crashes occur. And 
that is really where we have put most of our effort in the last 
20-some years. 

Crash-avoidance technology hasn’t really changed the way 
we think about crash worthiness, but it does mean we have 
to spend more time and effort on testing the new systems 
to figure out which ones work in ways that are going to be 
most effective in helping drivers avoid crashes. 

Q: From what IIHS has tested so far, how well are 
crash-avoidance systems doing?

A: We have been testing this since 2008 or 2009. Right now, 
we know warning systems and various forms of automatic-
braking systems work in helping prevent crashes. 

Warning systems, on the basis of information from forward-
looking sensors, warn drivers that they are about to crash in 
hopes that they will take action to avoid the crash. Backing 
up that warning system is automatic braking. So if the driver 
doesn’t respond in a way that will avoid a crash, the car itself 
will apply its brakes in attempt to avoid the crash or at least 
reduce its severity. 

We see in the neighborhood of a 7 percent reduction in 
crashes with other vehicles when it comes to drivers who 
have warning systems. That reduction doubles when drivers 
have forward-collision systems combined with automatic-
braking systems. When we use police reports to look 
specifically at front-to-rear crashes – the kind most likely 
to be addressed by these systems – those collisions are 
reduced by 40 percent with automatic-braking. Injuries are 
prevented, too.  
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Q: What are you hearing from insurance professionals 
as far as the impact of these systems on the 
industry?

A: If crash-avoidance capabilities continue to evolve, there will 
be fewer and fewer crashes for insurers to deal with. I think 
that is cause for concern for some people … the insurance 
industry does exist to help people cope with the financial 
impact of crashes. But I think there are also opportunities, 
such as providing lower-cost insurance to people driving 
vehicles equipped with these systems. We know from talking 
with some of our sponsors that there are already insurers 
doing that. 

Over time, the number of crashes are going to go down 
and the industry will have to figure out how to handle that. 
But there may be new risks, especially as we get to the idea 
of cars driving themselves. The promise is that computers 
will drive cars better than humans, but there is going to be 
some period of time when that may not be the case. So I 
don’t think anyone really knows yet what those risks look 
like. But, for sure, it will change the nature of being insured.

Q: Vehicles with crash-avoidance systems might make 
for fewer accidents, but electronics are known to 
fail. What happens if/when these systems fail?

A: We have seen this already. The systems don’t prevent 
all crashes, and the presence of the technology 
means the cost to repair the vehicle is greater. 
Advanced headlights are far more expensive 
than the traditional ones and radar units 
mounted to the grills of the cars cost 
hundreds of dollars. So, now, if you have 
a fender bender, you may have costs  
to worry about that you never had  
to before. 

Q: Self-driving vehicles seem to be 
an inevitability, how is  
IIHS preparing?

A: We’re monitoring the developments 
being made by technology companies 
and automakers, and we are testing the 
partial automation they have put into 
the marketplace. As we start to see areas 
where driverless cars have trouble, we will 
be thinking about ways to test them, if or 
when they come into the marketplace. 

We will want to find out if drivers can depend on the 
automation. Finding this out may require longer-term 
testing of those vehicles. Right now, we can go buy a car 
and in a couple of days prepare it to be run into a wall. But 
maybe to find the bugs or inefficiencies in an automated 
program will require more time on the road with trained 
drivers monitoring what is going on.

We will still want to make sure that self-driving vehicles offer 
protection if they do crash. A lot more effort is going to  
go into making sure that when they are working in the 
automated mode they are providing the level of safety the 
customer expects.  IN 
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The Dutch Uncle
ONE NAMIC MEMBER SHARES HIS EXPERIENCE AND 
ADVICE ON TECHNOLOGY UPGRADE IMPLEMENTATION.

H E N RY  R .  G I B B E L

We all talk about how fast things change. Like it or not, 
most of those things are driven by the speed of changing 
technology. As a CEO of a midsize mutual, the level of 
investment in technology is a constant topic of decision 
making. We all want to be on the cutting edge, offering our 
policyholders and agents the latest 
and greatest, being user friendly 
while also operating cost 
effectively. 

The challenge is finding 
the appropriate 
information 
technology 
solution. The Lititz 
Mutual Group recently 
took on that challenge and 
completed a multi-year – 
and, yes, multimillion dollar 
– software upgrade, converting 
a 60-year-old homegrown legacy platform to a vendor-
based one. We began this all-encompassing project – policy 
administration system, claims system, and agency interface – 
back in 2008. That same year, during one of NAMIC’s events, 
a CEO from a larger West Coast mutual took me aside and 
offered a little “Dutch Uncle” advice. We were discussing the 
scope and budget of our project when he shared his own 
recent software upgrade experience. “Henry,” he said, “mark 
my words, your IT project is going to take either three times 
as long and cost you twice as much or take twice as long and 
cost you three times as much.”  

I assured him this would never happen. We were fully 
committed to a tight time frame on a very respectable 
budget.

As we journeyed through our IT conversion project, there 
were many moments of revelation. Every company’s 
technology needs are different and our paths to success  
vary; however, from my experience, I now have a bit of  
Dutch Uncle advice of my own for any company considering 
its own technology upgrade.

Clearly Evaluate Your Need
To evaluate your need, you will want to ask yourself some 
questions. What are your management team’s goals? Will  
new software systems align with your strategic plan? 

A checklist of things 
to consider would 

include a list of available 
software; a request for 

proposal; in-house demos 
including your IT and operational staffs; in-house demos or 
references from other willing platform users, including their 

technical review; and, 
finally, a detailed 

request for a quote 
from your short list 

of potential vendors. 
Consider using a neutral third party 

to assist with your evaluation of 
and decision on a vendor. The 

assistance may help cut through any 
“organizational blinders.”

Carefully Select a Vendor
There are several angles to consider when selecting a vendor, 
should you choose to go that route. We asked many questions 
before making our selection. How long have you been in 
business? What are your plans for the future? Who are your 
current customers? Who owns the source code? How is your 
system updated? Do you provide resources to convert our 
current data into your software?  

It is also important to understand how they stay current with 
the latest technology and how successful they are in migrating 
current customers to upgraded platforms. As part of your 
investment in the vendor’s product, you want to know that 
they are willing to share their industry knowledge and that 
they support a community of collaboration when it comes to 
their users directing upgrades.

Make Sure to Negotiate the Contract
This is a critical area requiring an investment. The contract 
a vendor offers will be theirs and will need to be vetted 

HENRY R. GIBBEL is president and CEO of Lititz Mutual Insurance Company 
in Lititz, Pennsylvania, and a member of NAMIC’s board of directors.
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for your interests. Be prepared to 
seek legal review by a firm that is 
knowledgeable in contracts involving 
technology. Typical items that should 
be considered are hourly fees, a total 
cost not to exceed, penalties for missed 
deadlines, and the cost of ongoing 
maintenance. Don’t forget, there will 
be other costs outside of the contract, 
including those for new hardware, 
outside software, and licensing. 
Remember, it’s always okay to ask for a 
better deal, and “end-of-the-(fiscal) year” 
pricing can be attractive.

Create a Project Team
It is important to have a full team 
dedicated 100 percent to the project. 
Naturally, the buy-in from all employees, 
including staff not actively working on your 
project, is critical as they will be “taking 
up the slack” for those who are doing the 
hands-on work. The quality of your vendor 
team is also important. If the chemistry isn’t 
working and it is feasible to do so, ask for 
a replacement as soon as possible. It may 
be important to you to understand if your 
vendor is outsourced and/or working in the 
United States or overseas.

Prepare for Changes
A company strategy for approval of 
enhancements to the system or changes 
to the original contract needs to be 
in place. Change-order protocols will 
control additional expenses, especially if 
you choose to not adopt a take-it-as-it-is 
acceptance of the product. A the-way-we-
always-did-it scenario has to be avoided. 
As you venture into the coding, testing, and 
rollout of your process, it is imperative to 
document everything. Your project manager 
must be in control throughout the effort.

Test the Project 
Test everything again and again … and 
again. We found this to be an avenue to 
success. However, your conviction to testing 
thoroughly can extend your projected 
timeline. Testing should involve cases that 

mimic live activity. This should also include 
third-party software that may support 
your integrated system – bureau reporting, 
inspections, the pulling of claim and score 
reports, etc. Most vendors will already have 
predefined test plans available, which can 
be expanded to accommodate additional 
testing criteria.

Prepare for Implementation 
Your final adaptation of the software 
needs a clearly defined path. Will you be 
using software to convert or will you be 
manually entering your data? Consider 
what will happen to all areas of your 
operation. All work must be done with 
realistically imposed deadlines and a 
commitment to meet them. Prepare your 
end users – policyholders and/or agents 
– for the changes they will experience. 
Integrated help guides will assist in the 
user experience that will hopefully be an 
intuitive process in the first place. Your 
disaster recovery and business continuity 
plans need to be reworked as you introduce 
your new software and hardware. A cost 
that caught us off guard was the additional 
time and expense required by our auditors 
and actuaries to understand our new 
workflow and internal controls. 

Recognize Success 
Your entire staff’s commitment 
will be the key to your change in 
technology. Communicating the 
project’s expectations and keeping 
the staff fully engaged is a key but 
often overlooked asset. Recognition 
and reward of the entire company 
for hitting project deadlines and 
completing milestones along the way 
will pay dividends. Don’t be afraid 
to say “thank you” and say it often. 
Your organization’s celebration of 
the project will permeate through 
to your end users.

So how did we make out with 
our software conversion? As we 

began 2016, the entire organization 
was operating on our new platform. 
We had three company goals at the 
beginning: to bring our four mutual 
companies onto one single software 
platform for our policy administration 
and claims; to exceed our legacy 
system’s ability to rate policies; and 
to automate our integration and 
communication with our agents. We 
have met and achieved all goals. The 
project has been declared a success. 

We are pleased with the increased 
quality of our new production as well 
as the reduction of our operational 
expenses. We are meeting the 
expectations of our agents with 
easy-to-use online systems. The Lititz 
Mutual staff has together experienced 
and achieved a unique sense of 
accomplishment. 

Now that we are done, I can return 
my thoughts to the speed of changing 
technology. And I guess I should call 
my Dutch Uncle and let him know he 
was wrong. It’s also possible for an 
IT project to take three times as long 
and cost three times as much.  IN
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2015 EXECUTIVE PAY PRACTICES STUDY

THE RESULTS ARE IN!  
SEE HOW YOUR NUMBERS COMPARE WITH YOUR PEERS. 
When it comes to recruitment and retention of top executives, staying competitive is key. This 
year NAMIC and the Ward Group have teamed up to put even more strategic information into 
your hands. From executive pay strategy to contracts, retirement benefits to long-term bonus/
incentive compensation, you’ll receive great benchmarking information to assess the way you 
pay executives. 

Results from this competitive benchmarking are in—get them and see how your peers in the 
property/casualty insurance industry are successfully keeping leaders engaged.

SPONSORED BY

GET THE RESULTS 
www.namic.org/products/execcomp.asp

Run the numbers  
with better data.
Stay competitive with industry-leading information  
on executive pay and compensation.
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Accessory Overload
WEARABLE TECHNOLOGY OFFERS MANY OPPORTUNITIES 
AND CHALLENGES TO THE INSURANCE INDUSTRY.

One in five Americans presently own a wearable device, and 
one in 10 wear one on a daily basis, according to a recent report 
by PricewaterhouseCoopers. These devices are a subset of the 
Internet of Things and are defined as accessories with embedded 
micro-sensors that can be worn or carried and are networked to 
provide continuous measurement and monitoring. 

They include fitness bands – Fitbit; smart watches – Apple Watch; 
smart glasses – Google Glass; smart clothes; wearable cameras; 
and much more. Because of smartphones and the boom of and 
advances in cloud computing, micro-sensor technology has become 
cheaper and smaller than it was in 1975 when Pulsar released its 
first calculator watch; in 2000 when Bluetooth released its first 
headset; and in 2004 when GoPro released its first camera. 

Micro-sensor technology will continue to progress exponentially. In 
the next five to 10 years, the number of consumer goods capable 
of embedding this technology will be incredible.

Experts estimate the global wearable device market 
should grow 250 percent to $12.6 billion by 2018. That 
figure may even be somewhat conservative, as wearable 
devices are incredibly popular with  
millennials and are increasingly becoming  
fashionable and affordable. 

In addition to personal use,  
the market for corporate/ 
industry customers should grow 
remarkably during the next 
five years. Wearables might 
become as essential to the 
future workplace as computers 
are today. A recent workplace 
productivity survey revealed 
that 58 percent of the surveyed 
employees – and 66 percent of 
millennials – would agree to use 
wearable technology if it would 
help them to perform their  
jobs better.

J O N AT H A N  L .  S C H WA RT Z  &  
M I C H A E L  A .  H A M I LTO N

Wearable technology has 

a variety of beneficial 

applications for the 

insurance industry. In the 

next decade, we can expect 

that wearable technology will 

generate enough information 

to enable insurers to 

customize insurance for 

individuals, providing an 

immense benefit to insurers 

and policyholders alike. 

At the same time, this new 

era of big data provides 

increasing legal, technology, 

and privacy challenges for 

the industry.
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With Growth  
Comes Benefit
The growth of the wearables 
market has significant 
implications for the insurance 
industry. In fact, an Accenture 
survey of 200 insurance company 
executives from multiple lines of 
business found that 63 percent of 
those surveyed expect wearable 
technology to be widely adopted 
by the insurance industry in the 
next two years.

Wearables allow field adjusters 
or property risk engineers 
performing an inspection or 
appraisal to take pictures and 
videos, document notes, and 
access information in real 
time. This would make post-
catastrophic event investigations 
safer because adjusters could climb ladders, 
inspect roofs, and handle machinery all 
while keeping their hands free. Insurers will 
soon begin using wearable devices such 
as virtual reality headsets to train claims 
adjusters by having them evaluate virtual 
accidents and loss sites. 

These devices also have significant 
benefits for the transportation industry. 
In particular, commercial drivers can use 
smart eyewear to record their journeys, 
which would benefit insurers by providing 
access to real-time information about a 
collision instead of having to rely solely on 
evidence collected after the fact. Wearables 
will soon be able to sync with vehicles and 
adjust their safety systems to compensate 
for driver deficiencies. For instance, a smart 
watch should be able to alert driver-assist 
systems to become sensitive if the driver 
shows signs of fatigue, which could reduce 
the number of accidents.

In addition to aiding in inspection, 
appraisal, investigation, and training 
with regard to property/casualty 
claims, wearable devices should 
benefit workers’ compensation 
insurers. Medical rehabilitative 
wearable devices can use health data 

and parameters to track a claimant’s 
progress and recommend treatment. 
They also can provide insurers with 
evidence of activity levels, which can 
support a finding that a claimant 
is ready to return to work. This 
real-time risk profile could reduce 
rehabilitation periods. 

But There Are Challenges, Too
Despite their advantages for insurers, 
wearables also create challenges for 
the insurance industry. They may pose 
serious privacy concerns because they 
exponentially increase the amount of 
personal data that can be collected and 
stored. That data could easily magnify the 
impact of data breaches. Similarly, with 
the remarkable amount of information the 
insurance industry will now have available 
because of wearables, insurers face the 
daunting task of managing the data. 

The changes in the volume and type of 
information available will place even greater 
emphasis on insurers’ abilities to collect, 
interpret, and use big data. Thus, it will 
be necessary for the insurance industry 
to continue to evolve its technology 
platforms, partnering with digital and cloud 
technology companies in order to better 
integrate information technology functions 

into underwriting and 
claims processes. Another 
privacy concern is the 
use of wearables to 
conduct unauthorized 
surveillance through 
geolocation technology. 
This capability is certain to 
result in myriad violation-
of-privacy claims and 
alleged violations of anti-
surveillance statutes. 

Wearables used at work 
may increase the number 
of injuries because of 
their tendency to distract 
workers. There are 
similar concerns about 
whether excessive use of 
wearables – smart glasses, 
in particular – could lead 

to headaches, double vision, and 
dizziness. And the legal standard for 
wearable use is far from settled. It is 
uncertain whether companies that 
manufacture and sell wearables are 
subject to personal identification 
information and personal health 
information laws, even if they do not 
sell or distribute the information  
they collect. 

We are in the nascent stages of the 
transition from handheld devices 
to wearable technology, and the 
insurance industry is right in the 
middle of it. We can expect the next 
five to 10 years to bring even more 
opportunities and challenges.  IN

JONATHAN SCHWARTZ and 
MICHAEL HAMILTON are both 
partners in the global insurance 
services practice group for the law 
firm Goldberg Segalla LLP.

This article has been adapted from a 
September 2015 article that appeared 
in the International Cooperative and 
Mutual Insurance Foundation’s Voice 
magazine.

Wearable Technology Risks and Rewards

Risks

• Creates an exponential increase in data that can 

be collected, making those that store big data 

even more attractive targets for hackers.

• Gives rise to a number of new right-of-privacy and 

surveillance claims.

Rewards

• Enables better claims investigations and 

appraisals by permitting hands-free investigation. 

Delivers real-time information about motor vehicle 

collisions.

• Provides more accurate information about workers’ 

compensation claimants’ post-loss activity levels.

Summer 2016   IN Magazine  45

Accessory Overload

NAMIC_INsurance Summer 2016.indd   45 5/18/16   3:30 PM



46 IN Magazine   Summer 201646 Summer 2016   IN Magazine  47

MEMBER PERSPECTIVE JOHN NATALE is vice president of marketing  
at the Concord Group Insurance Companies.
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ADVOCACY AGENDA 

First-Class Advocacy
A RECENT MAILING CRISIS IN VIRGINIA ADDS TO THE 
TRACK RECORD OF SUCCESS WHEN THE INDUSTRY 
WORKS TOGETHER.

E R I N  C O L L I N S

Crises come in many forms. Some are immediate and headline 
grabbing. Others take a little longer to surface and don’t draw 
much attention beyond those they affect. 

This was the experience for many NAMIC members domiciled 
and/or writing business in Virginia when it came to mailing 
notices by a First-Class Mail tracking method. 

In early 2015, Senate Bill 697 passed to authorize insurers to 
send certain notices, including nonrenewal and cancellation 
notices pertaining to commercial liability, homeowners, or 
motor vehicle insurance policies by any First-Class Mail tracking 
method. The industry and legislators understood that the  
intent was to include an intelligent mail barcode as a method  
of delivery that meets the requirements for mailing notices  
to insureds. 

The property/casualty insurance industry voiced no opposition to 
that bill based on that intent. Months later, though, a crisis from 
the passage of the bill ensued. 

On May 20, 2015, the Virginia Bureau of Insurance released 
administrative letter 2015-10, outlining its interpretation of SB 
697, disallowing the use of certificate of mailing as a permissible 
method of mailing notices. 

NAMIC members of all sizes and product lines from around 
the country immediately began contacting us to let us know 
that they still employed the certificate of mailing procedure. 
They needed information on how to stay compliant given the 
new interpretation. We took quick action to help members 
understand the new rules.

The First Step: Contain and Evaluate
Our first step involved determining what it would take for 
companies to comply. If we understood what was going to be 
enforced, we could help members conform to the new rule – 
however expensively – while we worked on a solution. 

We sent compliance alerts to NAMIC members, describing the 
change as the bureau outlined it, the different categories of First-
Class Mail as defined by the United States Postal Service, and the 
notices they would need to send by a tracking method. For  
most insurers, this meant that they needed to send notices by 
Certified Mail. 

As part of the containment 
process, we immediately 
penned a letter to the 
insurance commissioner, 
asking for deferred 
enforcement of the new 
law, citing its original 
intent and how the new 
interpretation was going 
to affect the industry while 
providing no real benefit  
to consumers. 

The bureau denied our request 
for deferred enforcement. But 
we believe the denial was not 
based on indifference for the 
impact on the industry. Rather, it 
was a belief that the bureau did  
not have the latitude not to enforce  
its interpretation. 

The Second Step:  
Determine the Solution and Strategy
In this particular crisis, the solution was simple: we 
needed to put back what had been undone in the code.  

The good news is we had no trouble determining allies or 
enemies during this crisis. There was no aligning of forces or 
evaluating of the opposition because there wasn’t any. Everyone 
agreed on what we needed to do and when it needed to be done. 
Without any opposition, this step didn’t take long. 

The Third Step: Act
Along with the critical leadership efforts of our fellow national 
trade and its counsel, NAMIC member companies, non-
member companies, and our state trade partner – the Virginia 
Association of Mutual Insurance Companies – we developed 
bill language that would fix the problem. And we packaged it so it 
would be ready for the session.

The great thing about trade associations is that they 
can assist members when facing all kinds of obstacles 
and, in a crisis, they help steer their members toward 
a solution. Associations can develop and implement 
the strategy in collaboration with fellow industry 
associations and member companies. Together, 
these groups can synthesize the members’ collective 
knowledge and experience into testimony and 
effectively lobby on their behalf. What we can’t do – 
what no association can do – is vote. 

ERIN COLLINS is NAMIC’s state affairs 
director for the Mid-Atlantic region.
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People vote. Ultimately, they are most 
effective in swaying legislators. We are 
immensely proud of our members’ 
response to this issue and their connection 
to legislators in Virginia. They wrote letters 
about their business footprint and impact 
in Virginia; they called their legislators and 
explained this problem; and in the end, 
even the USPS had been notified as to the 
unintended consequences of its mission 
toward a technological upgrade of the 
corporate mail system. 

The efforts worked. The industry’s  
legislative fix, House Bill 31, which simply 
re-added certificate of mailing as an 
acceptable method of notice requirements, 
became law with immediate effect on 
February 23. 

The Fourth Step: Assess and 
Plan for the Next Crisis 
Finally, we underwent a “what did we  
learn here?” exercise. 

There are certainly takeaways from 
this particular crisis. We gained an 
understanding of how insurance companies 
communicate with insureds and of how 
the USPS’s distinct lack of insight into that 
process is an important one to note and 
plan for in the future. 

In a general sense, we saw once again that 
the industry can coalesce quickly when 
needed. We will work in concert to show our 
true energy and importance to the national 
and each individual state’s economies.  

Perhaps the most valuable insight gained 
here is how nimble NAMIC and NAMIC 
member companies can be. Members 
responded with fervor – and with an 
abundance of data – to push this issue into 
the victory column. 

When we examine this victory to replicate 
during future crises, it should lead us to 
one undeniably important asset: people. 
The people within NAMIC are a collection 
of some of the finest, smartest, and most-
effective insurance professionals on the 
planet, and they proved that in Virginia.  IN

SB 697’s Financial Impact
NAMIC’s letter to the Virginia insurance commissioner in 
opposition of the Virginia Bureau of Insurance’s interpretation 
included this example to illustrate the cost of its interpretation.

Today’s Process Using 
Bulk Certificate of 

Mailing Postage 

Current Per Piece Cost $0.48795/1 oz. 

First-Class Postage $0.48 per piece 

Bulk Certificate of Mail Fee $0.00795  
(1,000 pieces @ $7.95) 

C
O

M
P

A
N

Y
 

A

Proposed Method Using Certified 
Mail Postage Total Proposed  

Certified Mail (no return receipt) 

Current Per Piece Cost $3.93/1 oz. 

First-Class Postage $0.48 per piece 

Certified Mail Fee $3.45 

Company A is a large national carrier. Company A offers monthly payment  
options for its customers, which are highly favored by policyholders:  

Difference in Postage Cost  
= $3.44 per piece 

Volume of Non-Pay Cancellation 
Notices (annually) for All  
Impacted Product Lines 
436,000 per year x $3.44 =  
Total Increase in Postage is  
$1,499,840 per year. 

One Time System Changes 
programming changes would also  
be required to begin using Certified 
postage for Virginia processing.  
This would include development,  
testing, etc. Projected cost is 
approximately $50,000. 

Total Increased Expense 
= $1,549,840

Current Cost for  
Certificate of Bulk Mailing

$7.80 for a 1,000 piece mailing

Annual Cost for Bulk Mail 
$1,872 (240 days @ $7.80) 

C
O

M
P

A
N

Y
 

C

Additional Annual Cost for  
Certificate of Mailing on each 
individual cancellation would be $5,284 
(1,732 average cancellations over five 
years at $3.05 additional cost). 

Additional Manpower Hours 
Estimated at 1.5 hours per day  
for 30 cancellations is $150 per  
week x 52 weeks or $7,800.

Total Annual Additional Cost  
$5,284 + $7,800= $13,084

Cost of Certified  
Mail Per Piece

$3.05

Company C is a small domestic insurance company with approximately 
16,000 policyholders. Companies like this one collectively represent 
about 30 percent of the market in Virginia. Although the intelligent 
barcode is an option for them, technical constraints before the effective 
compliance date put them in a position to need to use Certified Mail: 

Current  
Per Piece

$0.48/1 oz.

First-Class Postage 
$0.47 per piece

Certificate of Mail Fee 
$0.95 

C
O

M
P

A
N

Y
 

B

Total Proposed 
Registered Mail

$0.48

First-Class Postage 
$11.95

Registered Mail Fee 
$12.90

Total Proposed 
Certified Mail 

(no return receipt)

$0.48

First-Class Postage 
$3.30

Certified Mail Fee 
$3.78 

Company B is a midsize regional company that has approximately 
10,000 policyholders in Virginia. Company B cannot utilize intelligent 
mail barcode because of the vendor limitations mentioned above and 
therefore would be forced to use Certified Mail: 

Certified Mail (less expensive option) Total: average 75 notices a day, 
increase a minimum of $2.83 per piece, $212.25 more daily, $4,457.25 
monthly, and $53,487 additional postage annually.

THE ENHANCED MUTUAL
One Decision. Millions of Dollars.

ü Every Year

ü Enrich Your Mutual
ü Enrich Your Members
ü Empower Your Agents

www.enhancedmutual.com
The Enhanced Mutual. For the Long-Term.

Proud Supporter and Market Member of NAMIC  

To learn more, please visit 
www.enhancedmutual.com 
or contact Richard Bland at 804.977.0420 
or rbland@enhancedmutual.com.

Q:
How many times can you make one decision 
that generates millions of dollars for your 
mutual and your members?

“When you put it all together - - the increase 
in our surplus, the growth and loyalty of our 
membership, and the financial returns to our 
members - - there is no comparison.”

- - NAMIC Member Executive
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Promotions & Hires
Nationwide, Columbus, Ohio, announced 
that it elected Tom Clark as president 
of Nationwide’s excess and surplus lines 
business. Clark joined excess and surplus 
lines in 2014 as executive vice president. 
He has more than 25 years of insurance 
industry experience. Mike Miller, who left 
the post that Clark assumed, remains with 
Nationwide as president of Nationwide 
Ventures. In this role, he will work to 
source, execute, and manage strategic 
investments.

ACUITY, Sheboygan, Wisconsin, hired 
Monica Rincon as customer relations 
specialist. She will work with the event 
planning team to coordinate company-wide 
employee and agent social and education 
functions. Rincon graduated from the 
University of Wisconsin – La Crosse with 
a bachelor’s degree in communication 
studies and a minor in interpersonal 
communication. 

Holborn Corporation, New York, New York, 
hired Stephanie Gould Rabin as senior 
vice president. She will be responsible 
for working with Holborn’s analytics and 
broker teams in developing customized 
client services and strategies. Gould Rabin 
has more than 20 years of insurance and 
financial services experience. She most 
recently worked for Aspen Insurance. 

Mutual Benefit Group, Huntingdon, 
Pennsylvania, named Ronald Zaleski Jr. 
its vice president of insurance analytics. 
He joined MBG from Bankers Insurance 
Group, where he served as vice president, 
chief actuary, and head of analytics. Zaleski 
graduated from Loyola University Maryland 
with a degree in mathematics. He is a  
fellow of the Casualty Actuarial Society  
and a member of the American Academy  
of Actuaries.  

Pinnacle Actuarial Resources, 
Bloomington, Illinois, promoted Arthur 
Randolph II to principle. He has served 
Pinnacle as a senior consulting actuary 
since July 2012. He is based in the 
organization’s Atlanta, Georgia, office. 
Randolph earned a Bachelor of Business 
Administration from Temple University. He 
is a fellow of the Casualty Actuarial Society 
and a member of the American Academy  
of Actuaries. 

Farmers Mutual Hail Insurance 
Company of Iowa, West Des Moines, 
Iowa, announced recent promotions: Zac 
Allsup to assistant vice president of claims; 
Trevor Robins to training and development 
coordinator; Rafeeq Shaik to assistant  
vice president of information technology; 
and Jim Wilson to assistant vice president 
of claims.

NJM Insurance Company, West Trenton, 
New Jersey, named Violet Marrero its 
consumer safety administrator in March. In 
this role, she is responsible for managing 
the day-to-day activities of NJM’s Teen 
Driver Safety Program and building upon 
school district engagement throughout 
New Jersey. Marrero is a member of several 
community and government committees 
that target automobile and traffic safety. 
Prior to joining NJM, she was the manager 
of special projects at the New Jersey 
Division of Highway Safety.

Awards and Recognitions
Lincoln, Rhode Island-based Amica 
Insurance and two of its representatives 

were honored in March at the 10th annual 
Stevie Awards for sales and customer 
service. Amica’s national sales center 
received a bronze Stevie in the Sales 
Operations Team of the Year category.  
Joe Agnoli, senior sales and client services 
teams leader for the east region sales 
center, and Zach Knudsen, sales and client 
services team leader for the west region 
sales center, received bronze Stevie awards 
in the Sales Representative of the Year 
category. 

Preferred Mutual Insurance Company, 
New Berlin, New York, received a Best 
Practice Company of the Year Award from 
the Independent Insurance Agents and 
Brokers of America. Preferred Mutual 
received the honor in recognition of 
the innovative ways it supports and 
disseminates best practices to enhance its 
agency system. The company’s New Agency 
Support Program, which was launched in 
January and meant to assist agencies with 
training of their new agents, cited as a 
reason for the recognition.

MOVERS & SHAKERS

Retirements
Donna Patterson retired from Huntingdon, Pennsylvania-based Mutual Benefit 
Group in January. She spent 39 years with MBG. She joined the company in 
1977 as a personal lines underwriter. She served as director of research and 
development, supervisor of commercial property underwriting, manager of home 
office underwriting, and director of personal lines before being promoted to vice 
president of personal lines. She earned several insurance-related professional 
designations during her career.

Verisk Analytics, Jersey City, New Jersey, announced the retirement of Ming Lee, 
which was effective January 1, 2016. He was serving as president of AIR 
Worldwide when he retired. Lee will stay on with the company in a non-executive 
role until June 2016.

Alan Krapf, president of USAA, San Antonio, Texas, announced his intention to 
retire. His retirement will take place in early 2017. Krapf joined USAA in 1989 
and took over as president in May 2014. He served as senior vice president, chief 
of staff for the property/casualty company; senior vice president of member 
experience; and in senior-level roles in policy service, underwriting, property 
insurance, and the USAA Insurance Agency before taking over as president.

MaryAnn Jones retired from Hagerstown, Maryland-based Brethren Mutual 
Insurance Company on March 1, 2016. She served the company for 39 years 
and was its first and only farm underwriting manager. She joined the company 
as a farm underwriter and was promoted one year later. She held a Maryland 
producer license and the Certified Insurance Service Representative designation.
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To see the full list of  
spring Movers & Shakers, 
visit NAMIC.org

Board Activities
ACUITY, Sheboygan, Wisconsin, named 
Richard Riley Jr. to its board of directors. 
He is a tax partner in the Washington, D.C., 
office of Foley & Lardner, whose areas 
of expertise include tax and corporate 
matters for property/casualty insurance 
companies. He has practiced law for more 
than 30 years and is a graduate of Yale 
University and the Duke University School 
of Law.

The Tuscarora Wayne Group of 
Companies, Wyalusing, Pennsylvania, 
appointed Robert J. Griffin to its boards 
of directors. He is the managing director in 
the fixed-income and currencies division 
of Royal Bank of Canada’s RBC Capital 
Markets. He has spent 20 years with RBC 
in a variety of leadership roles and has 
extensive experience in advising public 
and private companies in the structuring, 
implementation, and accounting of their 
interest rate and foreign currency risk 
management matters. 

Judy Loy, president and CEO of investment 
advisory firm Nestlerode & Loy, joined 
Huntingdon, Pennsylvania-based Mutual 
Benefit Group’s board of directors. She 
joined Nestlerode & Loy in 1992 as an 
administrative assistant and worked her 
way up to owner, president, and CEO by 
2008. Loy holds a bachelor’s degree in 
secondary math education from Penn State 
University and the Retirement Incomes 
Certified Professional and Chartered 
Financial Consultant professional 
designations. She has also completed 
training at The Wharton School’s Securities 
Industry Institute. She is active on other 
boards of directors as well.

Farmers Mutual Insurance, Ellinwood, 
Kansas, elected Mark Rondeau and Ruth 
Teichman to its board of directors. Both 
have extensive experience in board service 
to their communities. 

Community Involvement
Lincoln, Rhode Island-based Amica 
Insurance’s Amica Companies 
Foundation helped Rhode Island 
Mentoring Partnership honor mentors, 
donors, partners, and supporters at a 
National Mentoring Month VIP reception 
in January 2016. Amica offered its 
headquarters to host the event. 

The Arbella Insurance Foundation, the 
charitable giving arm of Arbella Insurance 
Group, Quincy, Massachusetts, announced 
its contribution totals for 2015 in late 
February. The foundation and Arbella’s 
employees and agents donated $2.8 million 
and volunteered 1,600 hours to nonprofit 
organizations throughout New England 
during the year. 

The Preferred Foundation, the corporate-
giving entity of Preferred Mutual 
Insurance Company, New Berlin, New 
York, partnered with the Norwich YMCA to 
provide free swim lessons to a select group 
of first-grade students in Chenango County, 
New York. The lessons began in March and 
will run through the end of the year. 

Arbella Insurance Group, Quincy, 
Massachusetts, announced in March 
that its Arbella Insurance Foundation 
recommitted to its Distractology campaign 
for another five years. The program 
consists of a mobile classroom equipped 
with driving simulators that help teenagers 
understand the risks of distracted driving. 
Arbella introduced the campaign in 2010 
and has made stops at more than 100 high 
schools in Massachusetts, Connecticut, 
Rhode Island, and New Hampshire. 

New Products
The Main Street America Group, 
Jacksonville, Florida, introduced Main 
Street Protection Auto in South Carolina. 
This product is the organization’s new 
private passenger auto insurance program 
for the preferred/standard marketplace. 
Main Street Protection Auto is a complete 

overhaul of the company’s current private 
passenger auto program. It offers up to 20 
discounts for consumers. 

Hartford Steam Boiler Inspection 
and Insurance Company, Hartford, 
Connecticut, introduced its HSB Cyber 
product for midsize companies. The 
coverage bundles cyber and information 
security coverages, including data breach 
response and liability, identity theft, 
network security, and electronic liability.

Miscellaneous
Minnesota Lawyers Mutual Insurance 
Company, Minneapolis, Minnesota, 
announced in February that it would 
return $2.2 million in dividends to its 
policyholders. MLM has paid more than 
$49.5 million in policyholder dividends 
since 1988.

Liberty Mutual Insurance, Boston, 
Massachusetts, in January began giving 
infrared cameras to its property field 
adjusters to use during commercial 
insurance claims. The company decided 
to do this after a successful pilot program 
used by its claims innovation team. 

Amica Insurance, Lincoln, Rhode Island, 
announced a partnership with weather 
sensor hardware developer Understory, 
Inc. to test a new weather-detection and 
analytics platform. Amica will have one of 
Understory’s sensors sitting atop a building 
at the insurer’s headquarters. The sensor 
will measure temperature, wind speed, 
and hail impact in real time. Amica hopes 
the sensor and the partnership will help in 
future claims handling.

CNA, Chicago, Illinois, announced in 
March that its agents can now complete 
management liability electronic submission 
applications on CNA Central, the company’s 
online agent portal.  IN

If you have company or employee achievements  
and recognitions you’d like to share, email details 
and photos/logos to publications@namic.org.

At the Top
Three NAMIC members received 
rankings on Fortune’s Top 100 
Companies to Work For list 
for 2016. ACUITY, Sheboygan, 
Wisconsin, ranked second; USAA, 
San Antonio, Texas, ranked 36th; 
and Nationwide, Columbus, Ohio, 
ranked 71st.
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incumbents who share its views. This happened with Sen. 
Jon Tester, D-Montana, a key supporter of flood insurance 
reform and international issues; when Rep. Patrick Murphy, 
D-Florida, helped sponsor NAMIC-supported flood insurance 
reform legislation; and with Rep. Kyrsten Sinema, D-Arizona, 
who has been an ally to NAMIC as a member of the House 
Financial Services Committee. 

In each of these cases, the principles that guide NAMIC 
and NAMIC PAC influenced the decision to support the 
candidate. With the PAC’s record growth, that support 
is greater than ever. And that means NAMIC PAC and its 
members are in even better position to make an imPACt.  IN

NAMIC PAC
Learn how to become politically active. Contact  
Laura Grace Ashton, director of NAMIC PAC, at 
lgashton@namic.org. 

Because of factors such as name recognition or the ability 
to campaign while still being paid as a lawmaker, political 
incumbents are re-elected far more often than many people 
probably realize. Think about it this way: even if Democrats are 
able to accomplish the virtually impossible feat of taking control 
of the House of Representatives in November, it will still mean 
that more than 90 percent of the House will be re-elected. 

These reasons mean that challenging incumbents is no small 
feat for candidates. It isn’t an easy task for political action 
committees, either. In fact, for many PACs, going against the 
status quo is a risk they will not take. The chance of a sitting 
member of Congress knowing that the PAC opposed him or her 
is too frightening for many of these groups to even consider.

This isn’t the case for NAMIC PAC, though. NAMIC 
PAC backs those who share the association’s views 
on competition, free markets, and the damage 
overregulation can do to industries and consumers …  
no matter what.

And NAMIC PAC has helped candidates succeed in races in 
which the incumbents’ ideals don’t align with NAMIC’s. The PAC 
supported Sen. Cory Gardner, R-Colorado, when he took on the 
incumbent Mark Udall and Rep. Bob Dold, R-Illinois, when he 
was vying for Brad Schneider’s seat.

We’ve also seen a number 
of “wave” elections in the 
past decade, and when 
the political tides turn, 
NAMIC is unafraid 
to stand with 

Up to the Challenge
MANY PACS SEEM TO SHY AWAY FROM CHALLENGING 
INCUMBENTS, BUT NOT NAMIC PAC.

2016 CONTRIBUTING COMPANIES 
for the first quarter

TOP 10 PROPERTY CASUALTY CONFERENCE 
CONTRIBUTING COMPANIES

Auto-Owners Insurance Group $52,924 

Pioneer State Mutual Insurance Company $16,145 

CopperPoint Mutual Insurance Company $11,500

Frankenmuth Mutual Insurance Company $11,496 

Harford Mutual Insurance Company $10,300 

Ohio Mutual Insurance Company $8,638

Norfolk and Dedham Group $8,122 

Preferred Mutual Insurance Company $7,782 

Mutual of Enumclaw Insurance Company $7,304 

Pennsylvania Lumbermens Mutual 
Insurance Company $6,885

TOP 10 FARM MUTUAL CONFERENCE  
CONTRIBUTING COMPANIES 

Farmers Protective Mutual  
Insurance Company $4,500

Fairmont Farmers Mutual  
Insurance Company $3,300

Friends Cove Mutual Insurance Company $3,000 

Heartland Mutual Insurance Association $3,000 

Germania Farm Mutual  
Insurance Association $2,500

Western Iowa Mutual Insurance Association $2,500

Farmers Union Mutual Insurance Company $2,000 

Mutual of Wausau Insurance Corporation $1,600 

Farmers Mutual Insurance  
Association of Hull $1,450

De Smet Farm Mutual Insurance Company $1,000

Farm Mutual Insurance Company of  
Lincoln County $1,000

NAMIC Staff Contribution: $23,587

Together we can  
provide you more.

25% of your peers are already saving! 

Dental | Vision | Accident & Critical Illness | Disability | 401K & Pension | Life/Accidental Death & Dismemberment

We’ve done the research, and assembled a wide array of benefit options 
that are designed to meet your needs. And since we’ve gathered all 
of these products under one umbrella, we can provide better deals 
on desirable benefits—even below market cost on Dental and Vision 
insurance. With the flexibility to pick and choose or bundle them with 
existing benefits, our simple, streamlined administration and dedicated 
service team will save you time and money.

Call for a comparison and find out 
how much you could be saving.

Contact Erik at 317-875-5250 ext. 1064 | ebarker@namic.org

Open Enrollment
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